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R #266
What is the purpose of "vpn 0" in the configuration template when onboarding a WAN edge node?

e A It carries control out-of-band network management traffic among the Viptela devices in the overlay network.

e B. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and vEdge routers, and
between vSmart and vBond

e (. It carries control traffic over secure [Psec connections between vSmart controllers and vEdge routers, and between
vSmart and vManager

e D. It carries control traffic over secure [Psec connections between vSmart controllers and vEdge routers, and between
vSmart and vBond
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= VPN 0 is the transport VPN. It carries control traffic@ver se€ure,DTLS or TLS connections between vSmart controllers and
vEdge routers, and between vSmart controllers and vBond orghestrators. Initially, VPN 0 contains all a device's interfaces
except for the management interface, and all the interfaces are disabled. For the control plane to establish itself so that
the overlay network can function, you must configuré WARN transport interfaces in VPN 0.

PRI #267
Which two WAN Edge devices should be deployed in a cloud? (Choose two.)

A. ASR 1000v
B. CSR 1000v
C. vEdge 100wm
D. vEdge cloud
E. vEdge 5000v

Z%: BD

RS -
2. Virtual platforms

* Cloud Services Router (CSR)1000v running 105 XE SD-WAN Software

* vEdge Cloud Router running Viptela OS

i RE #268
What is a benefit of the application-aware firewall?

A. Tt blocks encrypted traffic

B. It blocks traffic by MTU of'the packet
C. It blocks traffic by MAC address

D. It blocks traffic by application

ZX: D

B «

Section: Security and Quality of Service

Explanation

Explanation/Reference: https:/www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_zbflconfiguration/xe- 16-9/sec-data-zbf- xe-16-
9-book/sec-data-zbf-xe-16-9-book chapter 0100100.html

i RE #269
Refer to the exhibit. The network team must configure branch B WAN Edge device 103 to establish dynamic full-mesh [Psec
tunnels between all colors with branches over MPLS and Internet circuits.
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The branch is configured with:

viptela-system:system
device-model vedge-cloud
host-nam vEdge-Cloud
location CA
system-ip 10444
domain-id 1
site-id 1

organization-name ABC
clock timezone US/Newyorik-
vbond 10.10.0.4 port 12346

omp
no shutdown
graceful-restart

vpn 512
interface eth0
ip address 10.0.0.1/24
no shutdown
Which configuration meets the requirements?




o A

e B

vpn 0
interface ge0/0
description “*** Internet Circuit ***”
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
group 500
allow-service all

’
interface ge0/1
description “*** MPLS ***”
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mpls restrict
group 50
allow-service all

vpnu
interface ge0/0
description “*** Internet Circuit ***’
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
colonpublic-internet
allow-service all,

vpn 1
interface ge0/1
description “*** MPLS ***”
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec

color mpls
allanw.carvice all



e
nterface ge0/0
description “*** Internet Circuit
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internetrestrict
allow-service all

oy oy

nterface ge0/1

description “*** MPLS ***”

ip address 10.10.0.101/30

tunnel-interface
encapsulation ipsec
color mpls restrict

0 C. ol ol s sl

vpnu
interface ge0/0
description “*** Internet Circuit ***"
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

interface ge0/1
description “*** MPLS ***”
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mpls
e D. allow-service all

ZE: D

Fi =8 #270
Which statement describes the requirement of integrating a secure internet gateway (SIG) with a Cisco SD-WAN Edge device?

A. Based on routing or policy, all customer internet traffic must be forwarded to the SIG.
B. Credentials for a smart account are required.

C. A Cisco umbrella organization ID is needed to establish the SIG.

D. Attached to SIG tunnels, trackers monitor the respective SIG endpoints.

BER:. C

i RE S -

When integrating a Secure Internet Gateway (SIG), such as Cisco Umbrella, with a Cisco SD- WAN Edge device, a Cisco
Umbrella organization ID is required. This organization ID is used to authenticate and establish the connection between the SD-
WAN Edge device and Cisco Umbrella's SIG services.
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