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e Secure Access: This domain examines SASE and SSE architectures, security challenges for data and

applications including Al tools, and technologies like Secure Web Gateway, CASB, DLP, Remote
Browser Isolation, SD-WAN, and Prisma SASE solutions.

¢ Cloud Security: This domain covers cloud architectures, security challenges across application security,
=x 2 cloud posture, and runtime security, protection technologies like CSPM and CWPP, Cloud Native
Application Protection Platforms, and Cortex Cloud functionality.

o Cybersecurity: This domain covers foundational security concepts including AAA framework, MITRE
=X 3 ATT&CK techniques, Zero Trust principles, advanced persistent threats, and common security
technologies like IAM, MFA, mobile device management, and secure email gateways.

¢ Security Operations: This domain focuses on security operations including threat hunting, incident response,
=X 4 SIEM and SOAR platforms, Attack Surface Management, and Cortex solutions including XSOAR,
Xpanse, and XSIAM.

e Network Security: This domain addresses network protection through Zero Trust Network Access,
firewalls, microsegmentation, and security technologies like IPS, URL filtering, DNS security, VPN, and
SSL

e TLS decryption, plus OT

e JoT concerns, NGFW deployments, Cloud-Delivered Security Services, and Precision Al.
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HE #99
What is required for an effective Attack Surface Management (ASM) process?

A. Isolation of assets by default
B. Static inventory of assets

C. Real-time data rich inventory
D. Periodic manual monitoring

Y. C
=L R

An effective Attack Surface Management (ASM) process requires a real-time, data-rich mventory of all internet-facing assets. This
enables continuous visibility, timely detection of vulnerabilities, and identification of exposures that attackers could exploit.

EE #100
Match the Palo Alto Networks WildFire analysis verdict with its definition.
Answer Area
Benign malicious in intent and can
pose a security threat
Grayware does not pose a direct
- security threat
Malware does not exhibit a malicious

| behavior

Answer Area

Benign Malware malicious in intent and can
pose a security threat

Grayware Grayliare does not pose a direct
security threat

Malware Benign does not exhibit a malicious
behavior
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EE #101
Which activities do local organization security policies cover for a SaaS application?

A. how the application can transit the Internet

B. how the application can be used

C. how the application processes the data

D. how the data is backed up in one or more locations

HE: B

Y.

Local organization security policies are the rules and guidelines that define how a SaaS application can be used by the employees,
contractors, and partners of an organization. These policies cover aspects such as authentication, authorization, data access, data
protection, data sharing, and conpliance. Local organization security policies aim to ensure that the SaaS application is used ina
secure, ethical, and legal manner, and that the organization's data and assets are not compromised or misused123. Reference:
Securing SaaS tools for your organisation - GOV.UK

SaaS Security: A Complete Best Practices Guide - BetterCloud

Security policy document examples for B2B SaaS apps

HE #102
Which two statements apply to the SSL/TLS protocol? (Choose two.)

A. It contains password characters that users enter to access encrypted data.

B. It ensures the data that is transferred between a client and a server remains private.

C. It provides administrator privileges to manage and control the access of network resources.
D. It is a method used to encrypt data and authenticate web-based commumication.

HE. BD

MH.

SSI/TLS encrypts and authenticates web-based communication to ensure secure data transmission over networks. It ensures
privacy by encrypting the data exchanged between a client and a server, protecting it from interception or tampering, It doesn't
handle user nput like passwords directly.

EE #103
Which type of system collects data and uses correlation rules to trigger alarms?

A. UEBA
B. SIM

C. SIEM
D. SOAR

He. C
.

A Security Information and Event Management (SIEM) system collects data from various sources (logs, events, etc.) and uses
correlation rules to analyze this data and trigger alarms when suspicious or predefined patterns are detected.

HEE #104
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