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FEY 7 th B

e Working with GitHub Repositories: This domain targets Repository Administrators and Content Managers,
focusing on managing repository settings and permissions. Candidates learn to configure repositories, use

bEY 71 templates, and effectively manage files by adding, editing, and deleting. The domain also addresses

versioning of files and the use of GitHub Desktop for streamlined file management tasks within repositories.

¢ Introduction to Git and GitHub: This section of the exam measures skills of Junior Developers and Platform
Support Specialists and covers the basic understanding of Git and GitHub. It explains what Git is and why
it is used, the findamental Git workflow, and concepts related to repositories ncluding their local and
NEy 22 remote distinctions. Candidates learn essential Git commands such as initializing and cloning repositories,
adding and committing changes, pushing and pulling updates, and branching and merging. It also covers
navigating GitHub by creating accounts, managing repositories, understanding its interface, and working
with issues and pull requests.

e Privacy, Security, and Administration: This domain measures skills of Security Administrators and

Organization Managers in securing and admmnistering GitHub environments. It covers ensuring repository
FEy 23 security through branch protection rules, using security tools like Dependabot, managing access and
permissions at repository and organization levels, creating and managing organizations, setting up
organization-level security, and overseeing teams and members.

Microsoft GitHub Foundations 52 X GH-900 & 5% [ /& (Q92-Q97):

E R #92
What type of operations has Git been optimized for?

A. cloud-based operations and synchronization
B. remote collaboration and real-time editing

C. web development and browser-based coding
D. local file manipulation and offline work

IEfE: D

AR

In a distributed version control system like Git, developers download source code -- along with a full version history -- to their
machine. Once the full repository is downloaded, they can make changes locally--which makes local commits, diffs, and merges fast.
Incorrect:

[Not B] Git is a version control system, and it's not intended for real-time collaboration. Rather it's for when multiple people all work
offline in parallel on the same file(s).

Reference:

https//www.perforce.com/blog/ves/git-vs-perforce-how-choose-and-when-use-both
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GitHub Actions workflows can be directly triggered by which of the following events?
(Each answer presents a conplete solution. Choose three.)

¢ A. Committing a change to a local git repository

¢ B. Creating an Issue

¢ C. Creating a new repository

¢ D. Disabling a GitHub runner

¢ E. Pushing to a GitHub repository

¢ F. Adding a comment to a discussion post
Ef#: B. E. F
TR

GitHub Actions are automated workflows that can be triggered by various events on GitHub. Some common events that trigger
workflows include pushes to a repository, creation of issues, and comments on discussion posts.

Triggering GitHub Actions:

Option D (Pushing to a GitHub repository) is correct because this is one of the most common triggers for CI/CD workflows.
Option F (Creating an Issue) is correct because issues are commonly used as triggers for workflows, such as automatically assigning
a label or notifying a team.

Option A (Adding a comment to a discussion post) is correct because actions can be triggered by activity on discussion posts,
including comments.

Incorrect Options:

Option B (Creating a new repository) is incorrect because this action typically does not trigger workflows within a specific
repository.

Option C (Committing a change to a local git repository) is incorrect because GitHub Actions are triggered by events on the GitHub
platform, not by local commits.

Option E (Disabling a GitHub runner) is incorrect because it is related to the environment where actions are executed, not a trigger
for workflows.

Reference:

GitHub Docs: Events That Trigger Workflows

H #94
As a repository admin, which alerts can you see from the security tab of a repository? (Each answer presents a complete solution.

Choose three.)

A. Code Scanning

B. Dependabot

C. Secret Scanning

D. Push Protection Bypass
E. Branch Protection

IEf#: A. B. C

H #95
‘What should be done to locate an existing action that was provided by a GitHub-approved vendor?
(Each correct answer presents part of the solution. Choose two.)

A. Confirm that the action has a verification badge.

B. Add the vendor as an allowed Actions Source.

C. Search the GitHub Marketplace for Actions by the vendor.
D. Create a new workflow file.

E. Search the vendor’s website for a github.yaml index.

F. Install the GitHub App that was provided by the vendor.

EME: AL C

A -
To locate an existing GitHub Action provided by a GitHub-approved vendor, you can use the following methods:
Verification Badge:



Option C is correct because actions provided by GitHub-approved vendors will typically have a verification badge. This badge
indicates that the action is froma trusted source, giving users confidence in its security and reliability.

Search the GitHub Marketplace:

Option F is correct because GitHub Marketplace is the official location to find and install actions, including those provided by third-
party vendors. You can search for actions by the vendor's name to find the specific one you need.

Incorrect Options:

Option A is not necessary to locate an existing action; creating a workflow file is for implementing the action, not locating it.
Option B is incorrect because searching the vendor's website for a github.yaml index is not a standard practice for finding actions.
Option D is incorrect because installing a GitHub App is unrelated to finding an existing action.

Option E is incorrect because adding a vendor as an allowed Actions Source is a configuration step for using the action, not for
locating it.

Reference:

GitHub Marketplace: Verified Actions

HM #96
Which of the following is the recommended primary method by GitHub for configuring Two-Factor Authentication (2FA) on your
account?

A. GitHub security alerts

B. SMS text messages

C. Email-based verification

D. Time-based one-time password (TOTP) applicationright

Ef#: D

fERL:

GitHub recommends using a TOTP authentication app, such as Google Authenticator or Authy, as the primary method for Two-
Factor Authentication (2FA) because it provides stronger security than SMS-based authentication. TOTP generates time-sensitive
one-time codes that are used alongside your password to verify your identity, helping protect your account from unauthorized
access.

Option B is CORRECT because GitHub strongly recommends using a TOTP app (such as Google Authenticator, Authy, or
1Password) for 2FA due to its higher reliability and security compared to SMS.

Reference:

httpsz/docs. github.com/en/authentication/securing- your-account-with-two-factor-authentication-
2fa/configuring-two-factor-authentication
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