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H #84

You are writing a Google Security Operations (SecOps) SOAR playbook that uses the VirusTotal v3 integration to look up a URL
that was reported by a threat hunter in an email. You need to use the results to make a preliminary recommendation on the
maliciousness of the URL and set the severity of the alert based on the output. What should you do? (Choose two.)

e A, Use the number of detections from the response JSON in a conditional statement to set the severity.
B. Pass the response back to the SIEM.

C. Create a widget that translates the JSON output to a severity score.

D. Use a conditional statement to determine whether to treat the URL as suspicious or benign.

E. Verify that the response is accurate by manually checking the URL in VirusTotal
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Use the number of detections returned in the VirusTotal JSON response in a conditional statement to programmatically determine
the severity of the alert. This quantifies the threat level based on muiltiple vendor detections.

Implement a conditional statement to classify the URL as suspicious or benign based on the VirusTotal results. This enables the
playbook to provide a preliminary recommendation and guide subsequent analyst actions.

HM #85

Your organization uses Google Security Operations (SecOps). You discover frequent file downloads from a shared workspace
within a short time window. You need to configure a rule in Google SecOps that identifies these suspicious events and assigns higher
risk scores to repeated anomalies. What should you do?

¢ A Configure a single-event YARA-L detection rule that assigns a risk outcome score and is triggered when a user downloads
a large number of files in 24 hours.

¢ B. Create a frequency-based YARA-L detection rule that assigns a risk outcome score and is triggered when multiple
suspicious downloads occur within a defined time frame.

¢ C. Enable default curated detections, and use automatic alerting for single file download events.

e D. Configure a rule that flags file download events with the highest risk score, regardless of time frame.

Ef#: B
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The correct approach is to create a frequency-based YARA-L detection rule in Google SecOps.

Frequency-based rules allow you to detect repeated suspicious behavior, such as multiple file downloads within a short time
window, and assign higher risk outcome scores accordingly. This ensures anomalies are prioritized based on their frequency and
severity, rather than flagging isolated single events.

B #86

You are developing a playbook to respond to phishing reports from users at your company. You configured a UDM query action to
identify all users who have connected to a malicious domain. You need to extract the users from the UDM query and add themas
entities in an alert so the playbook can reset the password for those users. You want to minimize the effort required by the SOC
analyst. What should you do?

e A Create a case for each identified user with the user designated as the entity.

¢ B. Implement an Instruction action from the Flow integration that instructs the analyst to add the entities in the Google SecOps
user interface.

e C. Configure a manual Create Entity action from the Siemplify integration that instructs the analyst to mput the Entities
Identifier parameter based on the results of the action.

e D. Use the Create Entity action from the Siemplify integration. Use the Expression Builder to create a placeholder with the
usernames in the Entities Identifier parameter.

Ef#: D
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Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
documents:

The key requirement is to *automate* the extraction of data to *minimize analyst effort*. This is a core fimction of Google Security
Operations SOAR (formerly Siemplify). The **Siemplify integration®™* provides the foundational playbook actions for case
management and entity manipulation.

The ***Create Entity"** action is designed to programmatically add new entities (like users, IPs, or domains) to the active case. To
make this action automatic, the playbook developer must use the **Expression Builder**. The Expression Builder is the tool used to
parse the JSON output froma previous action (the UDM query) and dynamically map the results (the list of usernames) into the
parameters of a subsequent action.

By using the Expression Builder to configure the "Entities Identifier” parameter of the “Create Entity” action, the playbook
autormatically extracts all “principal.user.userid” fields from the UDM query results and adds themto the case. These new entities can
then be automatically passed to the next playbook step, such as

"Reset Password."

Options A and C are incorrect because they are **manual** actions. They require an analyst to intervene, which does *not™*



minimize effort. Option D is incorrect as it creates multiple, unnecessary cases, flooding the queue instead of enriching the single,
original phishing case.

*(Reference: Google Cloud documentation, "Google SecOps SOAR Playbooks overview"; "Using the Expression Builder";
"Marketplace and Integrations")*
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Your organization has mission-critical production Compute Engine VMs that you monitor daily. While performing a UDM search in
Google Security Operations (SecOps), you discover several outbound network connections from one of the production VMs to an
unfamiliar external [P address occurring over the last 48 hours. You need to use Google SecOps to quickly gather more context and
assess the reputation of the external [P address. What should you do?

¢ A Examine the Google SecOps Asset view details for the production VM.

¢ B. Performa UDM search to identify the specific user account that was logged into the production VM when the connections
occurred.

e C. Create a new detection rule to alert on future traffic from the external IP address.

e D. Search for the external IP address in the Alerts & [0oCs page in Google SecOps.

Ef#: D
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The most direct and efficient method to "quickly gather more context and assess the reputation” of an unknown IP address is to
check it against the platform's integrated threat intelligence. The **Alerts & loCs page™*, specifically the **1oC Matches** tab, is
the primary mterface for this.

Google Security Operations continuously and automatically correlates all ingested UDM (Universal Data Model) events against its
vast, ntegrated threat ntelligence feeds, which include data from Google Threat Intelligence (GTI), Mandiant, and VirusTotal. If the
unfamiliar external IP address is a known malicious Indicator of Compromise (IoC)-such as a command-and-control (C2) server,
malware distribution point, or known scanner-it will have already generated an "loC Match" finding,

By searching for the IP on this page, an analyst can mmediately confirm if it is on a blocklist and gain critical context, such as its
threat category, severity, and the specific intelligence source that flagged it. While Option B (finding the user) and Option C (viewing
the asset) are valid subsequent steps for understanding the internal scope of the incident, they do not provide the *external
reputation® of the IP. Option D is a *response* action taken only *after™ the IP has been assessed as malicious.

*(Reference: Google Cloud documentation, "View alerts and 1oCs"; "How Google SecOps automatically matches IoCs",
"Investigate an IP address")*

Hkskok

E Y #88
Your organization plans to ingest logs from an on-premises MySQL database as a new log source into its Google Security
Operations (SecOps) instance. You need to create a solution that minimizes effort. What should you do?

A. Configure and deploy a Bindplane collection agent

B. Configure direct ingestion from your Google Cloud organization.
C. Configure and deploy a Google SecOps forwarder.

D. Configure a third-party API feed in Google SecOps.

Ef: C
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Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
documents:

The standard, native, and minimal-effort solution for ingesting logs from on-premises sources into Google Security Operations
(SecOps) is to use the Google SecOps forwarder. The forwarder is a lightweight software component (available as a Linux binary
or Docker container) that is deployed within the customer's network. It is designed to collect logs froma variety of on-premises
sources and securely forward themto the SecOps platform

The forwarder can be configured to monitor log files directly (which is a common output for a MySQL database) or to receive logs
via syslog. Once the forwarder is installed and its configuration file is set up to point to the MySQL log file or syslog stream, it
handles the compression, batching, and secure transmission of those logs to Google SecOps. This is the intended and most direct
ingestion path for on-premises telemetry.

Option C is incorrect because the log source is on-premises, not within the Google Cloud organization. Option B (API feed) is the



wrong mechanisi, feeds are used for structured data like threat intelligence or alerts, not for raw telemetry logs from a database.
Option A (Bindplane) is a third-party partner solution, which may involve additional configuration or licensing, and is not the native,
minimal-effort tool provided directly by Google SecOps for this task.

(Reference: Google Cloud documentation, "Google SecOps data ingestion overview"; "Install and configure the SecOps forwarder")
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