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Q240):

NEW QUESTION # 235
An administrator is planning to implement multipathing for IP-based storage. Which of the following protocols can be used in this

configuration?

A.NFS
B.FC

C. FCoE
D. iSCSI

Answer: D

NEW QUESTION # 236
Which of the following security objectives is MOST improved when moving a system to the cloud?

A. Integrity

B. Confidentiality
C. Privacy

D. Availability

Answer: D

Explanation:

Availability is one of the security objectives that refers to the ability of authorized users to access and use the system and its
resources when needed1. Availability is most improved when moving a system to the cloud, as cloud computing offers several
benefits that enhance the reliability and accessibility of the system, such as23:

Scalability: Cloud computing allows the system to dynamically adjust the amount of resources allocated to meet the changing
demand, without affecting the performance or availability of the system

Redundancy: Cloud computing provides muiltiple copies of the system and its data across different locations and servers, ensuring
that the system can continue to operate even if one or more components fail.

Backup and recovery: Cloud computing enables the system to regularly backup the data and configuration to the cloud, and restore
them quickly in case of a disaster or a failure.

Maintenance and updates: Cloud computing allows the system to receive timely and automatic updates and patches from the cloud
provider, without disrupting the availability of the system or requiring downtime.

Service level agreements: Cloud computing offers service level agreements (SLAs) that guarantee a certain level of availability and
uptime for the system, and provide compensation or remediation in case of a breach. Reference: 1: CompTIA Cloud Essentials+
Certification Study Guide, Second Edition (Exam CLO-002), Chapter 4: Cloud Security, Section 4.1: Cloud Security Concepts,
Subsection 4.1.1: Security Objectives; 2: IBM, What is Cloud Security? Cloud Security Defined; 3: Spiceworks, What Is Cloud
Computing Security? Definition, Risks, and Security Best Practices

NEW QUESTION # 237
Which of'the following risk response strategies is the shared responsibility model an example of?

A. Avoidance
B. Acceptance
C. Transference
D. Mitigation

Answer: C

Explanation:

The shared responsibility model is an exanple of transference, where the responsibility for managing certain risks (such as security,
data protection, and infrastructure management) is shared between the cloud service provider (CSP) and the customer. The cloud
provider typically manages the infrastructure and certain security aspects, while the customer is responsible for securing their data,
applications, and other aspects in the cloud. This model effectively transfers part of the responsibility for managing risks to the cloud
provider.



NEW QUESTION # 238
Which of'the following is a benefit of microservice applications in a cloud environment?

A. Microservice applications use orchestration solutions to update components in each service.
B. Microservices are dependent on external shared databases found on cloud solutions.

C. Federation is a mandatory component for an optimized microservice deployment.

D. The architecture of microservice applications allows the use of auto-scaling.

Answer: D

NEW QUESTION # 239
Using https instead of http for accessing a cloud service is considered more secure.

o A False
e B. True

Answer: B

NEW QUESTION # 240
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