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Google Associate Cloud Engineer Exam Sample Questions (Q141-Q146):
NEW QUESTION # 141 
You are building a product on top of Google Kubernetes Engine (GKE). You have a single GKE cluster. For each of your
customers, a Pod is running in that cluster, and your customers can run arbitrary code inside their Pod. You want to maximize the
isolation between your customers' Pods. What should you do?

A. Use Binary Authorization and whitelist only the container images used by your customers' Pods.
B. Use the Container Analysis API to detect vulnerabilities in the containers used by your customers' Pods.
C. Create a GKE node pool with a sandbox type configured to gvisor. Add the parameter runtimeClassName: gvisor to the
specification of your customers' Pods.
D. Use the cos_containerd image for your GKE nodes. Add a nodeSelector with the value cloud.google.com/gke-os-
distribution: cos_containerd to the specification of your customers' Pods.

Answer: C

Explanation:
Reference:
GKE Sandbox provides an extra layer of security to prevent untrusted code from affecting the host kernel on your cluster nodes
when containers in the Pod execute unknown or untrusted code. Multi-tenant clusters and clusters whose containers run untrusted
workloads are more exposed to security vulnerabilities than other clusters. Examples include SaaS providers, web-hosting
providers, or other organizations that allow their users to upload and run code. When you enable GKE Sandbox on a node pool, a
sandbox is created for each Pod running on a node in that node pool. In addition, nodes running sandboxed Pods are prevented
from accessing other Google Cloud services or cluster metadata. Each sandbox uses its own userspace kernel. With this in mind,
you can make decisions about how to group your containers into Pods, based on the level of isolation you require and the
characteristics of your applications.
Ref: https://cloud.google.com/kubernetes-engine/docs/concepts/sandbox-pods

NEW QUESTION # 142 
The core business of your company is to rent out construction equipment at a large scale. All the equipment that is being rented out
has been equipped with multiple sensors that send event information every few seconds. These signals can vary from engine status,
distance traveled, fuel level, and more. Customers are billed based on the consumption monitored by these sensors. You expect high
throughput - up to thousands of events per hour per device - and need to retrieve consistent data based on the time of the event.
Storing and retrieving individual signals should be atomic. What should you do?

A. Create a file in Cloud Filestore per device and append new data to that file.
B. Create a file in Cloud Storage per device and append new data to that file.
C. Ingest the data into Cloud Bigtable. Create a row key based on the event timestamp.
D. Ingest the data into Datastore. Store data in an entity group based on the device.

Answer: C

NEW QUESTION # 143 
You have one project called proj-sa where you manage all your service accounts. You want to be able to use a service account
from this project to take snapshots of VMs running in another project called proj-vm. What should you do?

A. Grant the service account the IAM Role of Compute Storage Admin in the project called proj-vm.
B. Download the private key from the service account, and add it to each VMs custom metadata.
C. When creating the VMs, set the service account's API scope for Compute Engine to read/write.
D. Download the private key from the service account, and add the private key to each VM's SSH keys.

Answer: A
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NEW QUESTION # 144 
Your management has asked an external auditor to review all the resources in a specific project. The security team has enabled the
Organization Policy called Domain Restricted Sharing on the organization node by specifying only your Cloud Identity domain. You
want the auditor to only be able to view, but not modify, the resources in that project. What should you do?

A. Create a temporary account for the auditor in Cloud Identity, and give that account the Security Reviewer role on the
project.
B. Ask the auditor for their Google account, and give them the Viewer role on the project.
C. Ask the auditor for their Google account, and give them the Security Reviewer role on the project.
D. Create a temporary account for the auditor in Cloud Identity, and give that account the Viewer role on the project.

Answer: D

NEW QUESTION # 145 
You are building a product on top of Google Kubernetes Engine (GKE). You have a single GKE cluster. For each of your
customers, a Pod is running in that cluster, and your customers can run arbitrary code inside their Pod. You want to maximize the
isolation between your customers' Pods. What should you do?

A. Use Binary Authorization and whitelist only the container images used by your customers' Pods.
B. Use the Container Analysis API to detect vulnerabilities in the containers used by your customers' Pods.
C. Create a GKE node pool with a sandbox type configured to gvisor. Add the parameter runtimeClassName: gvisor to the
specification of your customers' Pods.
D. Use the cos_containerdimage for your GKE nodes. Add a nodeSelector with the value cloud.google.com/gke-os-
distribution: cos_containerdto the specification of your customers' Pods.

Answer: C

Explanation:
You can enable GKE Sandbox on your cluster to isolate untrusted workloads in sandboxes on the node. GKE Sandbox is built
using gVisor, an open source project.
https://cloud.google.com/kubernetes-engine/docs/concepts/security-
overview?hl=en#protecting_nodes_from_untrusted_workloads

NEW QUESTION # 146
......
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