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GIAC Enterprise Incident Response Sample Questions (Q86-Q91):

NEW QUESTION # 86
What is the primary purpose of the macOS Keychain application?
Response:

¢ A Install and update software
¢ B. Configure network settings
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¢ C. Monitor system performance
¢ D. Manage passwords and encryption keys

Answer: D

NEW QUESTION # 87

Which of'the following are valid security features in Linux?
(Multiple Correct Answers)

Response:

A. iptables

B. FirewallD

C. SELinux

D. AppArmor
E. Time Machine

Answer: A,C,D

NEW QUESTION # 88

What are effective strategies for ensuring data mtegrity during macOS forensic analysis?
(Choose Two)

Response:

A. Using guest accounts for analysis tasks

B. Creating cryptographic hashes of data before analysis
C. Conducting analysis on original data

D. Creating verified backups before conducting analysis

Answer: B,C

NEW QUESTION # 89
How can an attacker exploit a misconfigured container?
Response:

A. By installing antivirus software
B. By reducing network latency
C. By accessing sensitive data
D. By increasing system memory

Answer: C

NEW QUESTION # 90
Which file systemis predominantly used in macOS High Sierra and later for providing robust encryption and snapshot capabilities?
Response:

A. APFS
B. HFS+
C.NTFS
D. ext4

Answer: A

NEW QUESTION # 91
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