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HH #43
An organization is creating a personal data processing register to document actions taken with personal dat a. Which of the following
categories should document controls relating to periods of retention for personal data?

A. Data archiving
B. Data storage

C. Data nput

D. Data acquisition

ER: A
-

However, the risks associated with long-term retention have compelled organizations to consider alternatives; one is data archival,
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the process of preparing data for long-term storage. When organizations are bound by specific laws to retain data for many years,
archival provides a viable opportunity to remove data from online transaction systens to other systems or media.

Data archiving is the process of moving data that is no longer actively used to a separate storage device for long-term retention. Data
archiving helps to reduce the cost and complexity of data storage, improve the performance and availability of data systems, and
comply with data retention policies and regulations. Data archiving should document controls relating to periods of retention for
personal data, such as the criteria for determining the retention period, the procedures for deleting or anonymizing data after the
retention period expires, and the mechanisims for ensuring the integrity and security of archived data. Reference: : CDPSE Review
Manual (Digital Version), page 123

HA #44
Which of the following privacy-enhancing technologies (PETs) is MOST effective for ensuring individual data records cannot be
linked back to specific individuals in a dataset?

¢ A. Masking of personal data

¢ B. Pseudonymization

¢ C. Secure multiparty computation
¢ D. Differential privacy

Ef#E: D

R -

Differential privacy provides mathematically provable protection against re-identification and linkage, adding calibrated noise to
outputs so individuals cannot be singled out or linked. Pseudonymization (C) and masking (D) reduce direct identifiers but remain
vulnerable to linkage attacks. Secure multiparty conmputation (B) protects computation among parties, not release-time Iinkability.
"Differential privacy limits what can be learned about any individual from query results, resisting re-identificatior/linkage."

HP #45
Which of the following principles is MOST important to apply when granting access to an enterprise resource planning (ERP) system

that contains a significant amount of personal data?

A. Data minimization
B. Segregation of duties
C. Read-only access

D. Least privilege

IEf#: D

fiR .-

The principle of least privilege is the most important principle to apply when granting access to an ERP system that contains a
significant amount of personal dat a. The principle of least privilege states that users should only have the minimum level of access
and permissions necessary to perform their legitimate tasks and functions, and no more. Applying the principle of least privilege helps
to protect the privacy and security of the personal data in the ERP system, as it reduces the risk of unauthorized or inappropriate
access, disclosure, modification, or deletion of the data. It also helps to comply with the privacy laws and regulations, such as the
GDPR, that require data controllers and processors to implement appropriate technical and organizational measures to ensure a level
of security appropriate to the risk.

H #46
Which of the following is the BEST method to ensure the security of encryption keys when transferring data containing personal

mformation between cloud applications?

A. Asymimetric encryption
B. Symmetric encryption
C. Digital signature

D. Whole disk encryption

IEf#: B



B #47
Which of the following is MOST important to capture in the audit log of an application hosting personal data?

A. Last logns of privileged users

B. Last user who accessed personal data
C. Server details of the hosting environment
D. Application error events

IEf#: B

TR

The most important information to capture in the audit log of an application hosting personal data is the last user who accessed
personal dat a. This is because the audit log is a record of the activities and events that occur within the application, such as user
actions, system events, errors, or exceptions. The audit log helps to monitor and verify the compliance, security, and performance of
the application, as well as to detect and investigate any incidents or anomalies. Capturing the last user who accessed personal data in
the audit log helps to ensure the accountability and traceability of the data access, as well as to identify and prevent any unauthorized
or nappropriate use, disclosure, or modification of personal data.
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