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e Network Visibility and Monitoring: This domain covers managing guest and contractor access, utilizing
T | logging options for tracking network events, configuring device profiling for automatic device identification

and classification, and troubleshooting network device connection issues.

¢ Deployment and Provisioning: This domain focuses on configuring security automation for automatic event
EN D) responses, implementing access control policies, setting up high availability for system redundancy, and
creating security policies to enforce network security requirements.

e Integration: This domain addresses connecting FortiNAC-F with other systens using Syslog and SNMP
183 traps, managing multiple instances through FortiNAC-F Manager, and integrating Mobile Device
Management for extending access control to mobile devices.
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¢ Concepts and Initial Configuration: This domain covers organizing infrastructure devices within FortiNAC-
T4 F and understanding isolation networks for quarantining non-compliant devices. It includes using the
configuration wizard for initial system setup and deployment.

B 1) Fortinet Network Security Expert NSE5_ FNC_AD 7.6 R & E A E
& (Q11-Q16):

FRE #11
A user was attempting to register their host through the registration captive portal. After successfully registering, the host remained in
the registration VLAN. Which two conditions would cause this behavior? (Choose two.)

A. There is no agent installed on the host.

B. The port default VLAN is the same as the Registration VLAN.
C. There is another unregistered host on the same port

D. The wrong agent s installed.
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The process of moving a host from a Registration VLLAN to a Production VLAN (Access VLAN) is a findamental part of the
FortiNAC-F "VLAN steering" workflow. When a host successfully registers via the captive portal, FortiNAC-F evaluates its
Network Access Policies to determine the correct VLAN. If the host remains stuck in the Registration VLAN despite a successful
regjstration, it is typically due to port-level restrictions or the presence of other unregistered devices.

The two most common reasons for this behavior as per the documentation are:

The port default VLAN is the same as the Registration VLAN: If the "Default VLAN" field in the switch port's model configuration
is set to the same ID as the Registration VLAN, the port will not change state because FortiNAC-F believes it is already in its
"normal" or "forced" state.

There is another unregistered host on the same port: FortiNAC-F maintains the security posture of the physical port. If multiple hosts
are connected to a single port (e.g., via a hub or unmanaged switch) and at least one host remains "Rogue" (unregistered),
FortiNAC-F will generally keep the entire port in the isolation/registration VLAN to prevent the unregistered host from gaining
unauthorized access to the production network.

Issues with agents (A, B) typically prevent a host from completing compliance or registration but do not usually result in a "stuck"
status after registration has already been marked as successful in the system.

"Ifa port is identified as having Multiple Hosts, and those hosts require different levels of access, FortiNAC remains in the most
restrictive state (Registration or Isolation) until all hosts on that port are authorized... Additionally, verify the Default VLLAN setting
for the port; if the Default VLAN and Registration VLLAN match, the system will not trigger a VLAN change upon regjstration." -
FortiNAC-F Administration Guide: Troubleshooting Host Management.

8 #12
Refer to the exhibit.
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An administrator wants to use FortiNAC-F to automatically provision printers throughout their organization. Each building uses its
own local VLAN for printers.
Which FortiNAC-F feature would allow this to be accomplished with a single network access policy?

A. Dynamic host groups

B. Preferred VLAN designations
C. Logical networks

D. Device profiling rules
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The FortiNAC-F Logical Network feature is specifically designed to provide an abstraction layer between high-level security
policies and the underlying physical network infrastructure. In large-scale deployments where different physical locations (like
Building 1, 2, and 3 in the exhibit) use different local VLAN IDs for the same type of device (e.g.,, VLAN 10, 20, and 30 for
printers), managing separate policies for each building would create significant administrative overhead.

By using a Logical Network, an administrator can create a single entity-for example, a logical network named "Printers™-and use it as
the "Access Value" in a single Network Access Policy. The mapping of this logical label to a specific physical VLAN occurs at the
Model Configuration level for each network device. When a printer connects to a switch in Building 1, FortiNAC-F evaluates the
policy, identifies that the printer should be in the "Printers" logical network, and checks the Model Configuration for that specific
switch to see which VLAN ID is mapped to that label (VLAN 10). If the same printer moves to Building 3, the same single policy
applies, but FortiNAC-F provisions it to VLAN 30 based on the local mapping for that building's switch.

This architectural approach ensures that policies remain consistent and easy to manage regardless of the complexity or variations in
the local network topology.

"Logical Networks provide a way to define a network access requirement once and apply it across many different network devices
that may use different VLAN IDs for that access... Each managed device can use different VLAN IDs for the same Logical
Network label. You can define the Logical Networks based on requirements and then associate the network to a VLAN ID when
the managed device is configured in the Model Configuration." - FortiNAC-F IoT Deployment Guide: Define the Logical Networks.

FIRE #13

An administrator wants to build device profiling rules based on network traffic, but the network session view is not populated with
any records.

Which two settings can be enabled to gather network session information? (Choose two.)



A. Layer 3 polling on the infrastructure devices

B. Netflow setting on the FortiNAC-F interfaces

C. Network traffic polling on any modeled infrastructure device
D. Firewall session polling on modeled FortiGate devices
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In FortiNAC-F, the Network Sessions view provides a real-time and historical log of traffic flows, including source/destination IP
addresses, ports, and protocols. This data is essential for building Device Profiling Rules that rely on "Traffic Patterns” or "Network
Footprints" to identify devices (e.g., an [P camera communicating with its specific NVR). If the network session view is empty, the
system is not receiving the necessary flow or session data from the network infrastructure.

According to the FortiNAC-F Admmnistration Guide, there are two primary methods to populate this view:

NetFlow/sFlow/IPFIX (C): FortiNAC-F can act as a flow collector. By enabling NetFlow settings on the FortiNAC-F service
interface (port2/ethl) and configuring your switches or routers to export flow data to the FortiNAC IP, the system can parse these
packets and record sessions.

Firewall Session Polling (B): For environments with FortiGate firewalls, FortiNAC-F can proactively poll the FortiGate via the
REST API to retrieve its current session table. This is particularly useful as it provides session visibility without requiring the
overhead of configuring NetFlow on every access layer switch.

Settings like Layer 3 Polling (D) only provide ARP table mappings (IP to MAC correlation) and do not provide the detailed flow
information required for the session view.

"The Network Sessions view displays information regarding active and inactive network traffic sessions... To populate this view,
FortiNAC nusst receive data through one of the following methods: * NetFlow/sFlow Support: Configure network devices to send
flow data to the FortiNAC service mterface. * Firewall Session Polling: Enable session polling on modeled FortiGate devices to
retrieve session information via API. These records are then used by the Device Profiler to match rules based on traffic patterns." -
FortiNAC-F Administration Guide: Network Sessions and Flow Data Collection.

R #14
Refer to the exhibit.
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‘What will happen to the host of a guest user created from this template if the time of connection is 8:00 PM?

A. The host will be administratively disabled.

B. The host will be marked as non-authenticated.
C. The host will be marked as a rogue device.
D. The host will be marked as at-risk.
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In FortiNAC-F, the Guest & Contractor Template is a configuration object that defines the parameters for accounts created by
sponsors or through self-registration. One of the critical security controls within this template is the Login Availability setting, This
setting restricts the specific days and times during which a guest or contractor is permitted to authenticate and access the network.
As shown in the exhibit, the "StandardGuest" template has Login Availability set to "Specify Time", with a schedule defined as Mon-



Fri, 6:00 AM to 7:00 PM. Ifa guest user attempts to connect or authenticate at 8:00 PM, which is outside of the permitted window,
FortiNAC-F's policy engine will automatically deny the authentication request. When an authentication attempt is denied due to
schedule restrictions, the system does not move the host into the "Authenticated" or "Registered" state required for production
access. Instead, the host is marked as non-authenticated in the adapter or host view.

This behavior ensures that even if a guest possesses valid credentials, their access is strictly bound by the organizational policy for
visitor hours. The host will typically remain in its current isolation or regjstration VLAN, and the user will see a message on the
captive portal indicating that their account is not currently authorized for login. It is important to distinguish this from "at-risk" (C),
which relates to security scan failures, or "rogue” (B), which typically refers to unknown devices that have not yet been associated
with a valid account or profiling rule.

"Login Availability defines the timeframe during which the guest or contractor account is valid for network access. This schedule is
enforced at the time of authentication. Ifa user attempts to log in outside of the designated window, the authentication is rejected by
the system Consequently, the host record will reflect a non-authenticated status, and the device will remain restricted to the isolation
or registration network until a valid login window is reached." - FortiNAC-F Administration Guide: Guest and Contractor Templates
Section.

8 #15
In which three ways would deploying a FortiNAC-F Manager into a large environment consisting of several FortiNAC-F CAs
simplify management? (Choose three.)

A. Global authentication security policies
B. Global infrastructure device mventory
C. Global version control

D. Global visibility

E. Pooled licenses
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The FortiNAC-F Manager (FortiNAC-M) is designed as a centralized management platform for large-scale distributed
environments where multiple FortiNAC-F Control and Application (CA) appliances are deployed across different sites. According
to the FortiNAC-F Manager Admmnistration Guide, the deployment of a Manager simplifies administrative overhead in three specific
ways:

First, it provides Global Version Control (B). The Manager serves as a central repository for firmware and software updates,
allowing administrators to push specific versions to all managed CAs simultaneously, ensuring consistency across the entire fabric.
Second, it enables Pooled Licenses (D). Instead of purchasing and managing individual licenses for every CA, licenses are
centralized on the Manager. The Manager then distributes these licenses to the CAs as needed based on their host counts. This
"floating" license model optimizes cost and prevents individual sites from running out of capacity while others have excess. Third, it
offers Global Visiility (E). The Manager aggregates host and device data from every managed CA into a single console. This "single
pane of glass" allows an administrator to search for a specific MAC address or user across the entire global organization without
logging into individual servers.

While the Manager can assist with configuration templates, authentication security policies (C) and infrastructure modeling (A) are
still predominantly managed at the local CA level to ensure site-specific logic and performance.

"The FortiNAC Manager provides a central management console for multiple FortiNAC-F servers (CAs). Key benefits include: *
License Management: Licenses are pooled on the Manager and allocated to managed CAs as needed. * Software Management:
Firmware updates can be centrally managed and pushed to all CAs from the Manager. * Centralized Monitoring: Provides a global
view of all hosts, adapters, and events across the entire managed environment." - FortiNAC-F Manager Admnistration Guide:
Overview and Benefits.
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