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- Application Firewall

e 1. Configure AppFW policies and profiles
e 2. Troubleshoot AppFW issues
e 3. Configure AppFW signatures

- AAA (Authentication, Authorization, and Auditing)

¢ 1. Configure advanced AAA policies and expressions
e 2. Troubleshoot AAA issues

e 3. Configure AAA for traffic management

Security 40-50%
- Rate Limiting and DoS Protection

e 1. Configure DoS protection
e 2. Configure rate limiting policies

- SSI/TLS

1. Configure SSL bridging

2. Configure HSM integration

3. Configure SSL offload

4. Manage SSL certificates and keys

- Integrated Caching

e 1. Troubleshoot caching issues
e 2. Configure integrated caching

- TCP Optimization and Compression

Advanced Networking and Optimization 20-30% ¢ 1. Configure compression
e 2. Configure TCP optimizations

- Content Switching and Rewrite

¢ 1. Configure rewrite policies and actions
e 2. Configure content switching policies

- NetScaler Management and Analytics (NMAS)

¢ 1. Configure application analytics and tuning
e 2. Configure StyleBooks
¢ 3. Configure ADM

- Monitoring and Troubleshooting
Management and Monitoring 30-40% e 1. Configure audit logging

e 2. Use AppFlow for monitoring

e 3. Use NetScaler tools for troubleshooting
- Backup and Restore

e 1. Restore NetScaler configurations
e 2. Configure configuration backups
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Citrix CCP-AppDS-NetScaler Advance Features (Security and Management)
Sample Questions (Q170-Q175):

NEW QUESTION # 170

A Citrix Engneer is notified that no traffic is reaching the protected web application. While investigating, the engineer notices that the
Citrix Web App Firewall policy has 516,72 hits.

‘What should the engineer check next?

A. The HTML Error Object.

B. The security checks in the global default profile.
C. The security checks in the assigned profile.

D. The policy expression.

Answer: C

NEW QUESTION # 171
The Citrix ADC processes HTTP/2 web client connections to the backend web servers by

A. Dropping HTTP/2 requests as it is NOT supported by web servers.

B. Converting the HTTP/2 headers to HTTP/1.1 headers and forwarding them to the web servers.
C. Passing- through all HTTP/2 traffic to the web servers.

D. Converting HTTP/2 to HTTP 0.9 and forwarding the packets to the web servers.

Answer: B

NEW QUESTION # 172
Which of'the following is essential for understanding the traffic patterns and potential threats detected by Citrix Web App Firewall?

A. Tmplementing logging and reporting
B. Managing user profiles

C. Optimizing application delivery

D. Setting up VPN access

Answer: A

NEW QUESTION # 173
Statistics for which three types of violations are presented on the App Security Dashboard? (Choose three.)

A. TP Reputation

B. SSL Enterprise Policy

C. Web App Firewall protection
D. AAA

E. Signature

Answer: A,CE

NEW QUESTION # 174

Scenario: A Citrix Engineer needs to forward the Citrix Web App Firewall log entries to a central management service. This central
management service uses an open log file standard.

Which log file format should the engineer use in the Citrix Web App Firewall engine settings to designate the open log file standard?

e A W3C
e B.IIS
e C.TLA



e D.CEF

Answer: D

NEW QUESTION # 175

Can you imagine that you only need to review twenty hours to successfully obtain the Citrix certification? Can you imagine that you
don’t have to stay up late to learn and get your boss’s favor? With 1Y0-342 study materials, passing exams is no longer a dream. If
you are an office worker, 1Y0-342 Study Materials can help you make better use of the scattered time to review. Just a mobile
phone can let you do questions at any time.
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