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Sample Questions (Q36-Q41):

NEW QUESTION # 36
Task: Enable Anti-Bot and Anti- Virus software blades on a Security Gateway.

Answer:

Explanation:

See the Explanation. Explanation:

1- Open SmartConsole > Gateways & Servers.

2- Double-click the relevant Security Gateway.

3- Under the "General Properties" tab, enable "Anti-Bot" and "Anti- Virus."
4- Click OK > Publish the changes.

5- Install the Access Control and Threat Prevention policy.

NEW QUESTION # 37
Task: Simulate a malicious file download and validate AV detection.

Answer:

Explanation:

See the Explanation. Explanation:

1- In test environment, download EICAR test file.

2- Monitor logs: blade:"Anti- Virus" AND action:"Prevented".
3- Confirm file type, source IP, and destination file path.

4- Check associated protection name.

5- Ensure AV blade action is set to "Prevent."

NEW QUESTION # 38
Task: Check the health of the Threat Prevention blades.

Answer:

Explanation:

See the Explanation. Explanation:

1- SSH mto the Gateway.

2- Run: cpview > Threat Prevention section.

3- Check CPU, memory, and update status.

4- Look for blade-specific errors or crashes.

5- Use cpstat threat-prevention for CLI summary.

NEW QUESTION # 39
Task: Confirm IPS protections are correctly layered when using shared layers.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Prevention Policy > Layers tab.

2- Confirm shared layer is attached to Threat Prevention layer.
3- Double-check profile bindings per rule.

4- Publish and install to apply globally.

5- Use logs to validate consistent protection across gateways.

NEW QUESTION # 40
Task: Enable Core Protections in an IPS profile.



Answer:

Explanation:

See the Explanation. Explanation:

1- Open Threat Prevention > Profiles > Edit the desired profile.

2- Scroll to Core Protections and ensure it's enabled.

3- Set action for High and Medium confidence to "Prevent."

4- Choose performance impact level allowed (e.g., Basic or Extensive).
5- Save changes and publish.

NEW QUESTION # 41
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