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A vulnerability management team is unable to patch all vulnerabilities found during their weekly scans. Using the third-party scoring
system described below, the team patches the most urgent vulnerabilities:

Additionally, the vulnerability management team feels that the metrics Smear and Channing are less important than the others, so
these will be lower in priority. Which of the following vulnerabilities should be patched first, given the above third-party scoring
system?

A. ENameless:
Cobain: Yes
Grohl: No
Novo: Yes
Smear: No
Channing: No
B. PBleach:
Cobain: Yes
Grohl: No
Novo: No
Smear: No
Channing: Yes
C. TSpirit:
Cobain: Yes
Grohl: Yes
Novo: Yes
Smear: No
Channing: No
D. InLoud:
Cobain: Yes
Grohl: No
Novo: Yes
Smear: Yes
Channing: No

Answer: C

Explanation:
The vulnerability that should be patched first, given the above third-party scoring system, is:
TSpirit: Cobain: Yes Grohl: Yes Novo: Yes Smear: No Channing: No
This vulnerability has three out of five metrics marked as Yes, which indicates a high severity level. The metrics Cobain, Grohl, and
Novo are more important than Smear and Channing, according to the vulnerability management team. Therefore, this vulnerability
poses a greater risk than the other vulnerabilities and should be patched first.

NEW QUESTION # 286 
A security analyst is tasked with prioritizing vulnerabilities for remediation. The relevant company security policies are shown below:
Security Policy 1006: Vulnerability Management
1. The Company shall use the CVSSv3.1 Base Score Metrics (Exploitability and Impact) to prioritize the remediation of security
vulnerabilities.
2. In situations where a choice must be made between confidentiality and availability, the Company shall prioritize confidentiality of
data over availability of systems and data.
3. The Company shall prioritize patching of publicly available systems and services over patching of internally available system.



According to the security policy, which of the following vulnerabilities should be the highest priority to patch?

A. 

B. 

C. 

D. 

Answer: C

Explanation:
According to the security policy, the company shall use the CVSSv3.1 Base Score Metrics to prioritize the remediation of security
vulnerabilities. Option C has the highest CVSSv3.1 Base Score of 9.8, which indicates a critical severity level. The company shall
also prioritize confidentiality of data over availability of systems and data, and option C has a high impact on confidentiality (C:H).
Finally, the company shall prioritize patching of publicly available systems and services over patching of internally available systems,
and option C affects a public-facing web server. Official References: https://www.first.org/cvss/

NEW QUESTION # 287 
A security manager is looking at a third-party vulnerability metric (SMITTEN) to improve upon the company
' s current method that relies on CVSSv3. Given the following:

Which of the following vulnerabilities should be prioritized?

A. Vulnerability 4
B. Vulnerability 3
C. Vulnerability 1
D. Vulnerability 2

Answer: D



Explanation:
Vulnerability 2 should be prioritized as it is exploitable, has high exploit activity, and is exposed externally according to the
SMITTEN metric. References: Vulnerability Management Metrics: 5 Metrics to Start Measuring in Your Program, Section:
Vulnerability Severity.

NEW QUESTION # 288 
A company classifies security groups by risk level. Any group with a high-risk classification requires multiple levels of approval for
member or owner changes. Which of the following inhibitors to remediation is the company utilizing?

A. MOU
B. SLA
C. Organizational governance
D. Business process interruption

Answer: C

NEW QUESTION # 289 
An analyst discovers unusual outbound connections to an IP that was previously blocked at the web proxy and firewall. Upon
further investigation, it appears that the proxy and firewall rules that were in place were removed by a service account that is not
recognized. Which of the following parts of the Cyber Kill Chain does this describe?

A. Command and control
B. Delivery
C. Weaporization
D. Reconnaissance

Answer: A

Explanation:
The Command and Control stage of the Cyber Kill Chain describes the communication between the attacker and the compromised
system. The attacker may use this channel to send commands, receive data, or update malware. If the analyst discovers unusual
outbound connections to an IP that was previously blocked, it may indicate that the attacker has established a command and control
channel and bypassed the security controls. References: Cyber Kill Chain | Lockheed Martin
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