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Topic 1

Network Security Fundamentals: This section of the exam measures skills of network security engineers
and covers key concepts such as application layer inspection for Strata and SASE products, differentiating
between slow and fast path packet inspection, and the use of decryption methods including SSL Forward
Proxy, SSL Inbound Inspection, SSH Proxy, and scenarios where no decryption is applied. It also
includes applying network hardening techniques like Content-ID, Zero Trust principles, User-ID (including
Cloud Identity Engine), Device-ID, and network zoning to enhance security on Strata and SASE
platforms.

Topic 2

GFW and SASE Solution Maintenance and Configuration: This domain evaluates the skills of network
security administrators in maintaining and configuring Palo Alto Networks hardware firewalls, VM-Series,
CN-Series, and Cloud NGFWs. It includes managing security policies, profiles, updates, and upgrades. It
also covers adding, configuring, and maintaining Prisma SD-WAN including initial setup, pathing,
monitoring, and logging. Maintaining and configuring Prisma Access with security policies, profiles,
updates, upgrades, and monitoring is also assessed.

Topic 3

NGFW and SASE Solution Functionality: This part assesses the knowledge of firewall administrators and
network architects on the functions of various Palo Alto Networks firewalls including Cloud NGFWs, PA-
Series, CN-Series, and VM-Series. It covers perimeter and core security, zone security and segmentation,
high availability, security and NAT policy implementation, as well as monitoring and logging. Additionally, it
includes the functionality of Prisma SD-WAN with WAN optimization, path and NAT policies, zone-
based firewall, and monitoring, plus Prisma Access features such as remote user and network
configuration, application access, policy enforcement, and logging. It also evaluates options for managing
Strata and SASE solutions through Panorama and Strata Cloud Manager.

Topic 4

Platform Solutions, Services, and Tools: This section measures the expertise of security engineers and
platform administrators in Palo Alto Networks NGFW and Prisma SASE products. It involves creating
security and NAT policies, configuring Cloud-Delivered Security Services (CDSS) such as security
profiles, User-ID and App-ID, decryption, and monitoring. It also covers the application of CDSS for IoT
security, Enterprise Data Loss Prevention, SaaS Security, SD-WAN, GlobalProtect, Advanced WildFire,
Threat Prevention, URL Filtering, and DNS security. Furthermore, it includes aligning AIOps with best
practices through administration, dashboards, and Best Practice Assessments.

Topic 5

Infrastructure Management and CDSS: This section tests the abilities of security operations specialists and
infrastructure managers in maintaining and configuring Cloud-Delivered Security Services (CDSS) including
security policies, profiles, and updates. It includes managing IoT security with device IDs and monitoring,
as well as Enterprise Data Loss Prevention and SaaS Security focusing on data encryption, access control,
and logging. It also covers maintenance and configuration of Strata Cloud Manager and Panorama for
network security environments including supported products, device addition, reporting, and configuration
management.

Palo Alto Networks Network Security Professional Sample Questions (Q52-
Q57):
NEW QUESTION # 52 
Which two components of a Security policy, when configured, allow third-party contractors access to internal applications outside
business hours? (Choose two.)

A. Service
B. App-ID
C. Schedule
D. User-ID

Answer: C,D

Explanation:
To allow third-party contractors controlled access, security policies must combineuser identificationandtime- based access controls:
User-ID
"User-ID enables security policies to be based on user identity rather than IP addresses, ensuring precise policy enforcement for



specific users such as contractors." (Source: User-ID Overview) Schedule
"Schedules allow policies to be active only during specific times, providing time-based access control (e.g., after business hours)."
(Source: Security Policy Schedules) Together, they ensure that only authorized users (contractors) have access, and only when
explicitly allowed.

NEW QUESTION # 53 
A network administrator obtains Palo Alto Networks Advanced Threat Prevention and Advanced DNS Security subscriptions for
edge NGFWs and is setting up security profiles. Which step should be included in the initial configuration of the Advanced DNS
Security service?

A. Configure DNS Security signature policy settings to sinkhole malicious DNS queries.
B. Create overrides for all company owned FQDNs.
C. Create a decryption policy rule to decrypt DNS-over-TLS / port 853 traffic.
D. Enable Advanced Threat Prevention with default settings and only focus on high-risk traffic.

Answer: A

Explanation:
Advanced DNS Securityuses a signature policy tosinkholemalicious DNS queries and prevent them from resolving.
"The DNS Security service integrates with Anti-Spyware profiles, and you must configure signature policy settings to sinkhole
malicious queries. This proactively stops traffic to known malicious domains." (Source: Configure DNS Security) Sinkholing ensures
that DNS queries to malicious FQDNs are redirected to a safe IP, preventing compromise.

NEW QUESTION # 54 
An administrator wants to implement additional Cloud-Delivered Security Services (CDSS) on a data center NGFW that already
has one enabled. What benefit does the NGFW's single-pass parallel processing (SP3) architecture provide?

A. There will be only a minor reduction in performance.
B. It allows for traffic inspection at the application level.
C. It allows additional security inspection devices to be added inline.
D. There will be no additional performance degradation.

Answer: A

Explanation:
TheSP3 architectureof Palo Alto NGFWs ensures that additional security services (CDSS) only cause a minor reduction in
performance, as traffic is inspected once in a single pass.
"The single-pass parallel processing (SP3) architecture performs application identification and security enforcement simultaneously in
one pass, resulting in only minor performance impacts when enabling multiple security services." (Source: SP3 Architecture) Unlike
traditional multi-pass engines, SP3 architecture optimizes performance while delivering comprehensive security.

NEW QUESTION # 55 
Which set of attributes is used by IoT Security to identify and classify appliances on a network when determining Device-ID?

A. Device model, firmware version, and user credential
B. MAC address, device manufacturer, and operating system
C. Hostname, application usage, and encryption method
D. IP address, network traffic patterns, and device type

Answer: B

Explanation:
IoT SecurityusesMAC address,device manufacturer, andOS informationtoidentify and classify devices via Device-ID.
"IoT Security uses passive network traffic analysis to fingerprint devices based on the MAC address, manufacturer, and operating
system to ensure accurate classification." (Source: IoT Security Device-ID and Classification) These attributes provide a robust,
manufacturer-agnostic method to fingerprint IoT devices.



NEW QUESTION # 56 
Which action is only taken during slow path in the NGFW policy?

A. Security policy lookup
B. Layer 2-Layer 4 firewall processing
C. SSL/TLS decryption
D. Session lookup

Answer: C

Explanation:
InPalo Alto Networks' Single-Pass Parallel Processing (SP3)architecture, SSL/TLS decryption occurs only during theslow
pathwhen the firewall first encounters a new session.
"SSL/TLS decryption, which requires CPU-intensive cryptographic operations, is performed during the slow path when establishing
new sessions. Once decrypted, traffic is processed in the fast path for subsequent packets." (Source: Packet Flow and SP3
Architecture) After the initial decryption in the slow path, decrypted traffic is handled by fast path for efficiency.

NEW QUESTION # 57
......
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