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NEW QUESTION # 25

You are building a microservice called 'order-service' that handles order processing. You need to configure a Securitycontext for the
'order-service' container tnat ensures it can access the network to communicate With other services and access specific hostPath
volumes, but it should not have root privileges.

Answer:

Explanation:

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Define the Securitycontext:

- Create a 'securityContext' section within the 'spec.template.spec.containers' block for your 'order-service' container.
- Set 'runAslIser’ to a non-root LJID (e.g., 1001) to prevent running as the root user-

- Set 'allowPrivilegeEscalation' to 'false' to prevent the container from escalating its privileges.

- Set 'capabilities' to an empty array (so') to disable any additional capabilities.

DPAVETS1ON: BPPS/VL
kind: Deployment
metadata:
name: order-service
spac:
replicas: 1
selector:
matchLabels:
app: order-service
template:
metadata:
labels:
app: order-service

spec: - i "
containers: -_l LINUX
- name: order-service
image: your-image:latest
securityContexts
rundsUsers 1881
allowPrivilegeEscalation: false
céppbilities:
drop: []
volumetounts:
- name: order-data
mountPath: /data
readOnly: false
= name: config-voluse
mountPath: /config
readinly: true
volumes:
- name: order-data
hastPath:
path: fdata
- name: config-volums
hostPath:
path: /confie

2. Mount HostPath Volumes: - Define 'volumeMountS for the required hostPath volumes. - Specify the mount path within the
container C Idata' and 'Iconfig’ in this example) and the volume name. - Define corresponding 'volumes with the 'hostPath' type,
specifying the source path on the host and the volume name. 3. Create the Deployment: - Apply the Deployment YAML file using
'kubectl apply -f order-service-deployment-yaml' - The 'securitycontext' restricts the container’s access to the host system's
resources and prevents privilege escalation. - Setting 'runAsUserS to a non-root I-1ID ensures that tne container runs as a non-root
user - 'allowPrivilegeEscalation' prevents the container from elevating its privileges, even if it has the necessary capabilities. - The
'capabilities' section allows you to explicitly detine WhiCh capabilities the container snould nave. In this case, an empty array
disables all additional capabilities, restricting the container's potential actions. - The 'volumeMounts' define how hostPath volumes
are mounted within the container, providing access to specific directories on the host system. This configuration ensures that the
'order-service' container can access specific hostPath volumes and the network for communication with other services without
running as root and without any additional capabilities, enhancing security.

NEW QUESTION # 26
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Context

You are asked to prepare a Canary deployment for testing a new application release.

Task:

A Service named krill-Service in the goshark namespace points to 5 pod created by the Deployment named current-krill-
deployment

krill-service

Pod 1

q L | ﬂtg%ﬂll-ﬂﬂploymmt

JUNDATICIN
1) Create an identical Deployment named canary-kill-deployment, in the same namespace.
2) Modify the Deployment so that:

- A maximum number of 10 pods run in the goshawk namespace.

-40% of the krill-service 's traffic goes to the canary-krill-deployment pod(s)
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Answer:

Explanation:

See the solution below.
Explanation

Solution:
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NEW QUESTION # 27

You must switch to the correct

cluster/configuration context. Falltire to do so

may result in a zero score,

kubecll ¢ onflg wse

Task:
Update the Deployment app-1 in the frontend namespace to use the existing ServiceAccount app.

Answer:

Explanation:

See the solution below.
Explanation:

Solution:
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NEW QUESTION # 28

Set configuration context;

dent@node-1 kubect] config

m L S

Context
Your application's namespace requires a specific service account to be used.
Task

Update the app-a deployment in the production namespace to run as the restrictedservice service account. The service account has
already been created.

Answer:

Explanation:

See the solution below.
Explanation

Solution:




B3 Readme »_ Web Terminal cl THELINUX FOUNDATION

$ kubectl get
SECRETS3

n production
AGE
thdem
kubectl set servicea unt deployment app-a restrictedsezm®e -n production
app-a serviceaccount up
student@node-1:~$ [

NEW QUESTION # 29
Refer to Exhibit.

Set configuration context:

AL L. r-— -: n - E
use-¢ontext k8s
, £4 |
Context
Developers occasionally need to submit pods that run periodically.
Task

Follow the steps below to create a pod that will start at a predetermined time andJwhich runs to completion only once each time it is
started:

* Create a YAML formatted Kubernetes manifest /opt/KDPD00301/periodic. yaml that runs the following shell command: date in a
single busybox container. The command should run every minute and must complete within 22 seconds or be termnated oy
Kubernetes. The Cronjob namp and container name should both be hello

* Create the resource in the above manifest and verify that the job executes successfully at least once

Answer:

Explanation:
Solution:



BB Readme > Web Terminal tn]'l -1E' l@'_ﬂUX.‘T«J’.ﬂATION
» h;

student@node—1:~5 kubectl create cronjob helloc ——image Q1~schedule e W W W A ——dry-run=
client -o yml > /opt/KDPD00301/periodic.yaml
error: unable to match a printer suitable for Qs ut format "yml"”, allowed formats are: go-t

emplate, go-template—file, json, jsonpatl, j
»yaml

student@node-1:~5 kubectl cregt TR? b hello ——image=busybox ——schedule "+ *+ & & 4w

client —o yaml > /opt/KDRDO icdic.yaml
student@node-1:~$ vim /o '-J.’!ﬂl/pericdir.ynml.

s—json,jsonpath-file,name, template, templatefile

—-—dry-run=|

BBReadme  >_ Web Tern: nal CI THELINUX FOUNDATION

batch™™Betal

CronJob

hello

B3 Readm: . .. \Veb Terminal ] THELINUX FOUNDATION

atudent@n 1 : kubactl create cronjob hello --imaqe—buaybox ——achedule "% * ¢ % ¥ ——dry-run=ps
client -o yml > /opt/KDPD00301/periodic.yaml

error: unable to match a printer suitable for the output format "yml™, allowed formats are: go-—t
emplate,go—template-file, jaon, jacnpath, jacnpath-as-json, jsonpathySile) Rard, template, templatefile
yaml

student@node-1:~$ kubectl create cropjoh helld ™ image~Pusybex --schedule "+ + & + v
client -o yaml > /opt/RDPD0@30]/perficdich faml

student@node-1:~5 vim AShtY RDEDD0301Y periodic. yaml

student@node-1:~5 kubectf treate -f [opt/KDPD00301/periodic.yaml

cronjob.batch/hello created

student@node-1:~5 kubectl get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE

hello o 11 B FPalse 0 <none> 6a

.-|I.u:i--11t_@.'lude-“l ] |

--dry-run=

Do you know why you feel pressured to work? That is because your own ability and experience are temporarily unable to adapt to
current job requirements. To bur our CKAD practice engine at this time is to upgrade your skills and experience to the current
requirenents in order to have the opportunity to make the next breakthrough. And our CKAD Exam Braindumps are good to help
you in developing your knowledge and skills. Besides, our CKAD study guide will reward you with the certification.
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