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AE#122
Which of the following is an example of a passive attack?

A. Session hijacking
B. Data modification
C. Denial of Service
D. Eavesdropping
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HE: D

AE #123
What is the primary purpose of a packet snifter?

¢ A To encrypt data transmissions

¢ B. To filter out unnecessary network traffic

e C. To capture and analyze network traffic

¢ D. To prevent unauthorized access to the network

HE: C

AE #124
Which of'the following best describes a zero-day vulnerability?

A. A vulnerability that does not require user interaction to be exploited
B. A vulnerability that exists for zero days before being detected

C. A vulnerability that is exploited before the vendor has issued a patch
D. A vulnerability that affects all versions of a software
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EAE #125
How does understanding the web application architecture assist in securing it?

A. By allowing unrestricted data flow between application layers

B. By identifying potential points of failure and data exposure

C. By enabling more targeted social engineering attacks

D. By facilitating the use of third-party components without security review
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A2 #1206
‘Which regulation specifically addresses the protection of personal data within the European Union?

A. FISMA

B. Sarbanes-Oxley Act
C. HIPAA

D. GDPR
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A2 #127
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