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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q25-Q30):

NEW QUESTION # 25
Refer to the exhibit.
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BGP configuration

config router bgp
set as 65000
sat router-id 10.200.9%.253
set ibgp-multipath enable
set additional-path enable
set additional-path-select 3
config neighbor-group
edit “WPN1"
set soft-reconfiguration enable
set remote-as 65000
naxt
edit “VPNZ2"
set soft-reconfiguration enable
set remote-as 65000
naxt
edit “VPN3"
set soft-reconfiguration "enable
set remot@-as 65000
naxt
and
config neighbor-range
edit 1
set prefix 192.168.1.0 255.255.255.192
sat neighbor-group “VBNL1*
next
edit 2
set prefix 192.168.1.64 255.255.255.192
sat neighbor-group “VEN2"
next
edit 3
set prefix 192.168.1.128 255.255.255.192
sat neighbor-group “VBN3*
next

end

end

The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The administrator wants BGP to advertise
prefixes from spokes to other spokes over the IPsec overlays, including additional paths. However, when looking at the spoke
routing table, the administrator does not see the prefixes from other spokes and the additional paths Which three settings must the
administrator configure inside each BGP neighbor group so spokes can learn the prefixes of other spokes and their additional paths?
(Choose three.)

¢ A Set additional-pathto send

B. Enable route-reflector-client.

C. Set adv-additional-pathto the number of additional paths to advertise.
D. Enable route-reflector-server

E. Set additional-pathto forward

Answer: A,B,C

Explanation:

The hub must send additional paths to spokes (set additional-path send).

The hub must treat each spoke as a route-reflector client so spoke routes are reflected to other spokes.
The hub must specify how many additional paths to advertise (set adv-additional-path <n>).

NEW QUESTION # 26

Refer to the exhibits. The exhibits show the SD-WAN zone configuration of an SD-WAN template prepared on FortiManager and
the policy package configuration.

‘When the admmnistrator tries to install the configuration changes, FortiManager fails to commit.

‘What should the admmistrator do to fix the issue?



SD-WAN zone configuration on FortiManager
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¢ A. Configure both HUB1-VPN1 and HUB1-VPN?2 as the destination of policy 3.
¢ B. Configure a normalized interface for the IPsec tunnel HUB1-VPNI.
¢ C. Configure HUBI as the destination of policy 3.

e D. Configure branchl_fgt as the installation target for policy 3.

Answer: C

Explanation:

Policy 3 points traffic To = HUB1-VPN1, which is an SD-WAN member interface. In SD-WAN you nwst reference the SD-

WAN zone (the logical interface) in policies, not its member tunnels.

Change the policy's To interface to the zone HUBI, and the install will succeed.

NEW QUESTION # 27
Refer to the exhibits.

You use FortiManager to configure SD-WAN on three branch devices.



SD-WAN tempilate zones and rules configuration
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View Install Log ==RTINET. o ox

Copy device glocbal objects
Copy objects for wvdom root

Commit failed:

error =999 - - (from Template Group Corp-SOT Branch) (in Template branches)

invalid ip - prop[gateway)]: ipdclass($(sdwan portl gw)) invalid ip addr
When you install the device settings, FortiManager prompts you with the error "Copy Failed" for the device branchl _fgt. When you
click the log button, FortiManager displays the message shown in the exhibit.
There are two different ways to resolve this issue. Based on the exhibits, which methods could you use? (Choose two.)

A. Do not define installation targets for SD-WAN members.

B. Review the per-device mapping configuration for metadata variables

C. Update the management IP address of branchl_fgt.

D. Specify the gateway of the SD-WAN member portl with an IP address or use the default value.

Answer: B,D

Explanation:

Specify the gateway of the SD-WAN member portl with an [P address or use the default value — The error log shows invalid ip -
prop[gateway|: ipdclass($ {sdwan portl gw}) invalid ip addr, meaning the variable $ {sdwan_portl _gw} does not have a valid
mapping, Assigning a valid IP address or default value for the gateway resolves this error.

Review the per-device mapping configuration for metadata variables — The issue is tied to how the metadata variable
${sdwan_portl gw} is mapped for branchl_fgt. Ifthis device does not have the variable properly defined in per-device mapping,
the configuration will fail. Correcting the mapping ensures that the nstall works.

NEW QUESTION # 28

Refer to the exhibit. To check the status of an SD-WAN topology using the FortiManager SD- WAN monitor menus, you place
your mouse next to branchl _fgt and receive the output shown in the exhibit. Which conclusion can you draw from the output shown
in the exhibit?

FortiManager SD-WAN moniitor F:.:HTIHNET

O Show Down Tunnels Only  Corp-50T -

© HUB2-VPNI ”“““‘“i"‘\] Device Name branchz_ftll
O HUB2-VPN2 “
@ HUBZ-VPN3 whonterrey Gualt o 9 i
Amerca
Mexicno

A. The three spokes have tunnels that are out of SLA.

B. The template Corp-SOT defines a single-hub topology.

C. Three tunnels of branch?_fgt are out of SLA.

D. branch3_fgt is configured with three SD-WAN overlay tunnels and one is dead.



Answer: B

Explanation:

In the SD-WAN monitor "Template View: Corp-SOT" you see a single hub icon with multiple spokes. That visualization
corresponds to a single-hub topology. The pop-up for branchl_fgt listing HUB2-VPN1/2/3 as Down Interfaces simply shows
secondary (to a would-be Hub2) tunnels are down, but only one hub is actually defined/active in this template view.

NEW QUESTION # 29

Refer to the exhibits. You connect to a device behind a branch FortiGate device and itiate a ping test. The device is part of the
LAN subnet and its IP address is 10.0.1.101.

Based on the exhibits, which interface uses branch 1_fgt to steer the test traffic?



Diagnose output

branch_fgt # diagnose firewall proute list
list route policy info (vf=root):

id=1(0x1) dscp_tag=0xfc flags=0x0 tos=0x00 tos_mask=0x00 protocol=0
port=src (0->0) :dst (0->0) iif=0(any)

path(1l) : oif=21 (HUB1-VPN2)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(l): 10.1.0.7/255.255.255.255

hit_count=0 rule_last_used=2025-01-06 00:41:44

id=2130503041 (0x7f030001) vwl_service=1 (Critical-DIA) vwl_mbr_seg=1 2
dscp_tag=0xfc 0xfc flags=0x0 tos=0x00

tos_mask=0x00 protocol=0 port=src(0->0):dst (0->0) iif=0 (any)

path(2): oif=3(portl), oif=4(port2)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(l): 0.0.0.0/0.0.0.0

application control(2): Salesforce(16920,0) Microsoft.Portal (41465,0)
hit count=13 rule last used=2025-01-06 01:55:12

id=2130903042 (0x7£030002) wvwl_service=2mNonsCritical-DIA) vwl mbr seqg=2
dscp_tag=0xfc Oxfc flags=0x0 tos=0x00

tos_mask=0x00 protocol=0 port=src(0%>0) :dst (0->0) iif=0 (any)

path(l): oif=4(port2)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(l): 0.0 0:0/0.0.0.0

application control (3): #Facebook (15832, 0), LinkedIn (16331, 0), Game (0, 8)
hit_count=27 rule_ lasf, used=2025-01-06 01:55:12

id=2130503043 (0%£7£f030003) vwl_service=3 (Corp) vwl mbr seg=4 5 6 7 8 9
dscp_tag=0xfc¢lxfe flags=0x0 tos=0x00

tos_mask=0x00 protocol=0 port=src(0->0):dst (0->0) iif=0 (any)

path(6) : oif=20(HUB1-VPN1l), oif=21(HUB1-VPN2), o0if=22 (HUB1-VPN3), oif=23
(HUB2-VPN1), o0if=24 (HUB2-VPN2), oif=25 (HUB2-VPN3),

source(1l): 10.0.1.0-10.0.1.255

destination (1): 10.0.0.0-10.255.255.255

hit_count=0 rule_last_used=2025-01-06 00:41:49

id=2130903045 (0x7£f030005) wvwl_service=5 (Internet) vwl mbr seg=3 2
ldscp_tag=0xfc 0Oxfc flags=0x0 tos=0x00
tos_mask=0x00 protoceol=0 port=src(0->0):dst (0->0) iif=0 (any)

#h@ﬁfTﬁrﬁfifﬂl (port2) path last_used=2025-01-06 02:12:08,
= )

source(l): 10.0.1.0-10.0.1.255
destination (1): 10.0.0.0-10.255.255.255
hit_count=27 rule last_used=2025-01-06 02:12:08




Diagnose output

branchl fgt # diagnose sys sdwan internet-service-app-ctrl-list
List App Ctrl Database Entry(IPv4) in Kernel:

Max App Ctrl Size=32768 Num App Ctrl Entry=8
Facebook (15832 23): IP=157.240.19.35 6 443
Addicting.Games (30156 8): IP=172.6448031s6 443
Microsoft.Portal (41469 28) 3 ATP=184.27.181 201 6 443
LinkedId (16331 23) :¢/TPS213.107.42.14 6 443

MSN.Game (16135 8) : IP=13.107.246.35 6 443
Salesforce (16920 29): IP=32,222.17 73 6 443

Salesforce (16520 29): IP=32,222.17 76 © 443

Facebook (15832 23): 1P=82 18kepI3§c 4T

e A portd
e B.port2
e C.HUBI-VPNI
e D.portl

Answer: B

Explanation:

The ping target IP 157.240.19.35 matches an App Control entry for Facebook (ID 15832).

According to the diagnose firewall route list output, this application is handled by vwl service=2 (Non-Critical-DIA), which routes
traffic via oif=4 (port2). Therefore, FortiGate steers the Facebook test traffic through port2.

NEW QUESTION # 30
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