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Questions (Q352-Q357):

NEW QUESTION # 352

A company has a custom application with embedded credentials that retrieves information from an Amazon RDS MySQL DB
nstance. Management says the application must be made more secure with the least amount of programming effort.

What should a solutions architect do to meet these requirements?

e A Create credentials on the RDS for MySQL database for the application user and store the credentials in AWS Secrets
Manager. Configure the application to load the database credentials from Secrets Manager. Create an AWS Lambda
function that rotates the credentials in Secret Manager.

e B. Create credentials on the RDS for MySQL database for the application user and store the credentials in AWS Secrets
Manager. Configure the application to load the database credentials from Secrets Manager. Set up a credentials rotation
schedule for the application user in the RDS for MySQL database using Secrets Manager.

e (. Use AWS Key Management Service (AWS KMS) customer master keys (CMKs) to create keys.
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Configure the application to load the database credentials from AWS KMS. Enable automatic key rotation.

e D. Create credentials on the RDS for MySQL database for the application user and store the credentials in AWS Systens
Manager Parameter Store. Configure the application to load the database credentials from Parameter Store. Set up a
credentials rotation schedule for the application user in the RDS for MySQL database using Parameter Store.

Answer: B

Explanation:
https:/aws.amazon.comvblogs/security/rotate-amazon-rds-database-credentials-automatically-with-aws-secrets-m

NEW QUESTION # 353

A company is building a new web-based customer relationship management application. The application will use several Amazon
EC2 instances that are backed by Amazon Elastic Block Store (Amazon EBS) volumes behind an Application Load Balancer
(ALB). The application will also use an Amazon Aurora database. All data for the application must be encrypted at rest and in
transit.

‘Which solution will meet these requirements?

e A Use the AWS root account to log in to the AWS Management Console. Upload the company's encryption certificates.
While in the root account, select the option to turn on encryption for all data at rest and in transit for the account.

e B. Use a AWS Key Management Service (AWS KMS) to encrypt the EBS volumes and Aurora database storage at rest.
Attach an AWS Certificate Manager (ACM) certificate to the ALB to encrypt data in transit.

e C. Use BitLocker to encrypt all data at rest. Import the company's TLS certificate keys to AWS key Management Service
(AWS KMS). Attach the KMS keys to the ALB to encrypt data in transit.

e D. Use AWS Key Management Service (AWS KMS) certificates on the ALB to encrypt data in transit. Use AWS
Certificate Manager (ACM) to encrypt the EBS volumes and Aurora database storage at rest.

Answer: B

Explanation:

Explanation

This option is the most efficient because it uses AWS Key Management Service (AWS KMS), which is a service that makes it easy
for you to create and manage cryptographic keys and control their use across a wide range of AWS services and with your
applications running on AWSI. It also uses AWS KMS to encrypt the EBS volumes and Aurora database storage at rest, which
provides data protection by encrypting your data with encryption keys that you manage23. It also uses AWS Certificate Manager
(ACM), which is a service that lets you easily provision, manage, and deploy public and private Secure Sockets Layer/Transport
Layer Security (SSL/TLS) certificates for use with AWS services and your internal connected resources. It also attaches an ACM
certificate to the ALB to encrypt data in transit, which provides data protection by enabling SSI/TLS encryption for connections
between clients and the load balancer. This solution meets the requirement of encrypting all data for the application at rest and in
transit. Option A is less efficient because it uses AWS KMS certificates on the ALB to encrypt data in transit, which is not possible
as AWS KMS does not provide certificates but only keys. It also uses AWS Certificate Manager (ACM) to encrypt the EBS
volumes and Aurora database storage at rest, which is not possible as ACM does not provide encryption but only certificates.
Option B is less efficient because it uses the AWS root account to log in to the AWS Management Console, which is not
recommended as it has unrestricted access to all resources in your account. It also uploads the company's encryption certificates,
which is not necessary as ACM can provide certificates for free. It also selects the option to turn on encryption for all data at rest
and in transit for the account, which is not possible as encryption settings are specific to each service and resource. Option D is less
efficient because 1t uses BitLocker to encrypt all data at rest, which is a Windows feature that provides encryption for volumes on
Windows servers. However, this does not provide encryption for Aurora database storage at rest, as Aurora runs on Linux servers.
It also imports the company's TLS certificate keys to AWS KMS, which is not necessary as ACM can provide certificates for fiee.
It also attaches the KMS keys to the ALB to encrypt data in transit, which is not possible as ALB requires certificates and not keys.

NEW QUESTION # 354

A company processes images into thumbnails and returns an email confirmation to the end user upon completion. The company's
existing solution is facing performance bottlenecks and scalability issues. The company wants to migrate this process to AWS and
implement a solution that requires the least possible configuration Which solution meets these requirements?

e A Use Amazon S3 to store images and send notifications to Amazon Simple Queue Service (Amazon SQS) Configure an
AWS Lambda function to retrieve the messages from the SQS queue process the images into thumbnails, store the thumbnails
in Amazon S3, and send an email confirmation through Amazon Simple Email Service (Amazon SES)

e B. Use Amazon S3 to store images and send notifications to Amazon Simple Queue Service (Amazon SQS) Configure an



Amazon EC2 istance to poll the SQS queue to process the images nto thumbnails, store the thumbnails in Amazon S3, and
send an email confirmation through Amazon Simple Email Service (Amazon SES)

¢ (. Use Amazon S3 to store images and send notifications to Amazon Simple Notification Service (Amazon SNS) Configure
Amazon SNS to invoke an AWS Lambda function to process the images into thumbnails, store the thumbnails in Amazon S3,
and send an email confirmation through Amazon Simple Email Service (Amazon SES).

¢ D. Use Amazon S3 to store images and send notifications to AWS Lambda Configure an AWS Lambda function to process
the images into thumbnails, store the thumbnails in Amazon S3, and send an email confirmation through Amazon Simple Ermail
Service (Amazon SES)

Answer: C

NEW QUESTION # 355

A company runs an application in a branch office within a small data closet with no virtualized compute resources. The application
data is stored on an NFS volume. Compliance standards require a daily offsite backup of the NFS volume.

‘Which solution meet these requirements?

A. Install an AWS Storage Gateway volume gateway with cached volumes on premises to replicate the data to Amazon S3.
B. Install an AWS Storage Gateway file gateway on premises to replicate the data to Amazon S3.

C. Installan AWS Storage Gateway file gateway hardware appliance on premises to replicate the data to Amazon S3.

D. Install an AWS Storage Gateway volume gateway with stored volumes on premises to replicate the data to Amazon S3.

Answer: D

Explanation:

Explanation

https:/aws.amazon.convstoragegateway/file/

AWS Storage Gateway Hardware Appliance

Hardware Appliance

Storage Gateway is available as a hardware appliance, adding to the existing support for VMware ESXi, Microsoft Hyper-V, and
Amazon EC2. This means that you can now make use of Storage Gateway in situations where you do not have a virtualized
environment, server-class hardware or IT staff with the specialized skills that are needed to manage them. You can order appliances
from Amazon.com for delivery to branch offices, warehouses, and "outpost" offices that lack dedicated IT resources. Setup (as you
will see in a minute) is quick and easy, and gives you access to three storage solutions:

File Gateway - A file interface to Amazon S3, accessible via NFS or SMB. The files are stored as S3 objects, allowing you to make
use of specialized S3 features such as lifecycle management and cross-region replication. You can trigger AWS Lambda finctions,
run Amazon Athena queries, and use Amazon Macie to discover and classify sensitive data.
https//aws.amazon.com/blogs/aws/new-aws-storage-gateway-hardware-appliance/

NEW QUESTION # 356

One of'the criteria for a new deployment is that the customer wants to use AWS Storage Gateway.

However you are not sure whether you should use gateway-cached volumes or gateway-stored volumes or even what the
differences are. Which statement below best describes those differences?

e A Gateway-cached is up to 10 times faster than gateway-stored.

e B. Gateway-cached is fiee whilst gateway-stored is not.

e C. Gateway-cached lets you store your data in Amazon Simple Storage Service (Amazon S3) and retain a copy of frequentty
accessed data subsets locally. Gateway-stored enables you to configure your on-premises gateway to store all your data
locally and then asynchronously back up point-in-time snapshots of this data to Amazon S3.

e D. Gateway-stored lets you store your data in Amazon Simple Storage Service (Amazon S3) and retain a copy of frequently
accessed data subsets locally. Gateway-cached enables you to configure your on-premises gateway to store all your data
locally and then asynchronously back up point-in-time snapshots of this data to Amazon S3.

Answer: C

Explanation:

Volume gateways provide cloud-backed storage volumes that you can mount as Internet Small Computer

System Interface (iSCSI) devices from your on-premises application servers. The gateway supports the following volume
configurations:

Gateway-cached volumes - You store your data in Amazon Simple Storage Service (Amazon S3) and retain a copy of frequently



accessed data subsets locally. Gateway-cached volumes offer a substantial cost savings on primary storage and minimize the need to
scale your storage on-premises. You also retain low-latency access to your frequently accessed data.

Gateway-stored volumes - If you need low-latency access to your entire data set, you can configure your on-premises gateway to
store all your data locally and then asynchronously back up point-in-time snapshots of this data to Amazon S3. This configuration
provides durable and inexpensive off-site backups that you can recover to your local data center or Amazon EC2. For exanple, if
you need replacement capacity for disaster recovery, you can recover the backups to Amazon EC2.

Reference: httpz//docs.aws.amazon.conystoragegateway/latest/userguide/volume- gateway. html

NEW QUESTION # 357

The AWS-Solutions- Associate exam questions formats are PDF dumps files, desktop practice test software, and web-based
practice test software. All these AWS-Solutions- Associateexam questions format hold some common and unique features. Such as
AWS-Solutions- Associate PDF dumps file is the PDF version of AWS Certified Solutions Architect - Associate (SAA-C03) exam
dumps that works PracticeMaterial all operating systems and devices. Whereas the other two AWS-Solutions- Associate Practice
Test questions formats are concerned, both are the mock AWS-Solutions- Associate exam. Both will give you a real-time AWS
Certified Solutions Architect - Associate (SAA-CO03) exam preparation environment and you get experience to attempt the AWS-
Solutions- Associate exam preparation experience before the final exam
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