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What type of a system requirement involves preventing unauthorized access to data?

A. Accessibility
B. User needs

C. Security
D. Design

Answer: C

Explanation:

A systemrequirement that involves preventing unauthorized access to data is aSecurityrequirement. Security requirements ensure
that the system:

* Protects data integrity: Ensuring data is accurate and unchanged by unauthorized users.

* Maintains confidentiality: Preventing unauthorized access to sensitive information.

* Ensures availability: Making sure that data and resources are available to authorized users when needed.

Security requirements are critical for safeguarding the system against threats and vulnerabilities.

References

* Dieter Gollmann, "Computer Security," Wiley.

* Ross Anderson, "Security Engineering: A Guide to Building Dependable Distributed Systers," Wiley.

NEW QUESTION # 206
An IT team must allow on-premises users to log in to the Azure portal using their corporate credentials.
Which strategy should be used to enable identity federation in this scenario?

A. Integrating with lightweight directory access protocol (LDAP)

B. Deploying a hardware-based two-factor authentication (2FA) solution

C. Encrypting with Transport Layer Security (TLS)

D. Configuring third-party authentication with Security Assertion Markup Language (SAML)

Answer: D

Explanation:

The correct answer is D - Configuring third-party authentication with Security Assertion Markup Language (SAML).

According to the WGU KFO1 / D488 Study Guide, SAML enables Single Sign-On (SSO) and federated identity across different
domains by securely exchanging authentication and authorization data between an identity provider (such as an organization's Active
Directory Federation Services) and a service provider (such as Azure). This allows on-premises users to log into cloud services
using their existing corporate credentials.

TLS (A) provides secure communication but does not manage identity federation. 2FA (B) strengthens authentication but is not
about identity federation setup. LDAP (C) is a protocol for accessing directory services, not specifically designed for federation
across cloud platforms.

Reference Extract from Study Guide:

"SAML is used to implement Single Sign-On (SSO) and federated identity management, allowing organizations to extend on-
premises authentication capabilities to cloud services seamlessly."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Identity and Access Management Concepts

NEW QUESTION # 207
An IT organization has seen a surge of ransomware and Trojan horse attacks recently.
Which action should the security team recommend to protect the IT infrastructure from commodity malware threats?

A. Implementing a two-factor authentication system

B. Rerouting suspicious communications to a remote machine
C. Installing endpoint protection software

D. Installing a firewall to identify malicious traffic

Answer: C

Explanation:
The correct answer is D - Installing endpoint protection software.
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) teaches that endpoint protection (including antivirus, anti-



malware, and endpoint detection and response) is critical for detecting,blocking, and removing commodity malware like ransomware
and Trojans.

Firewalls (A) help with perimeter security but don't directly block malware on endpoints. Rerouting communications (B) is not a
standard protection method. Two-factor authentication (C) secures logins but does not protect systems from malware infection.
Reference Extract from Study Guide:

"Endpoint protection software defends individual systens against malware threats by detecting, blocking, and removing malicious
files and processes."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Endpoint Security Solutions

NEW QUESTION # 208
‘Which encryption technique can be used to enable a third-party provider to perform calculations on encrypted data without
decrypting the data?

A. Private information retrieval (PIR)
B. Secure Sockets Layer (SSL)

C. Homomorphic encryption

D. Secure function evaluation (SFE)

Answer: C

Explanation:

The correct answer is A - Homomorphic encryption.

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), homomorphic encryption allows computations to
be performed directly on encrypted data without needing to decrypt it first. This ensures the confidentiality of the data even during
processing,

SFE (B) allows two parties to jointly compute a function without revealing inputs but is not the same. SSL (C) secures
communication channels. PIR (D) is for retrieving information privately, not computing on encrypted data.

Reference Extract from Study Guide:

"Homomorphic encryption allows operations on encrypted data, enabling secure processing by third parties without exposing
underlying data."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Advanced Encryption Techniques

NEW QUESTION # 209

The DevSecOps team for an organization manages a continuous integration and continuous deployment (CI

/CD) pipeline for a three-tier web application. Management has asked the team to performa series of comprehensive post-
deployment tests to make sure that all of the components of the application can interact and function properly.

‘What should the team recommend?

A. Integration testing
B. Package scanning

C. Dynamic code analysis
D. Static code analysis

Answer: A

Explanation:

The correct answer is C - Integration testing,

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), integration testing verifies that different modules or
components of an application work together as intended. This type of testing is essential after deployment to ensure the overall
system functions correctly across all tiers (e.g., web, application, and database layers).

Static code analysis (A) examines source code without execution. Dynamic code analysis (B) tests running code for vulnerabilities
but not necessarily component interaction. Package scanning (D) reviews third-party libraries for vulnerabilities but does not test
integration.

Reference Extract fiom Study Guide:

"Integration testing verifies that multiple components of an application function correctly when combined, ensuring end-to-end system
reliability post-deployment.”

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Secure Software Development and Testing
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