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What can be used to ensure data confidentiality? (Select all that apply)

A. Access control lists (ACLs)
B. Encryption

C. Regular system backups
D. Social engineering
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In an organization, all the servers and database systems are guarded in a sealed room with a single entry point. The entrance is
protected with a physical lock system that requires typing a sequence of numbers and letters by using a rotating dial that intermingles
with several other rotating discs.

Which of the following types of physical locks is used by the organization in the above scenario?

A. Combination locks

B. Digital locks

C. Mechanical locks

D. Electromagnetic locks
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At CyberGuard Corp, an industry-leading cybersecurity consulting firm, you are the Principal Incident Responder known for your
expertise in dealing with high-profile cyber breaches. Your team primarily serves global corporations, diplomatic entities, and
agencies with sensitive national importance. One day. you receive an encrypted, anonymous email Indicating a potential breach at
WorldBank Inc., a renowned international banking consortium, and one of your prime clients. The email contains hashed files,
vaguely hinting at financial transactions of high-net-worth individuals. Initial assessments indicate this might be an advanced persistent
threat (APT),likely a state-sponsored actor, given the nature and precision of the data extracted. While prelimmary indications point
towards a potential zero-day exploit, your team must dive deep into forensics to ascertain the breach's origin, assess the magnitude,
and promptly respond. Given the highly sophisticated nature of this attack and potential geopolitical ramifications, what advanced
methodology should you prioritize to dissect this cyber intrusion meticulously?

¢ A. Consult with global cybersecurity alliances and partnerships to gather intelligence on similar attack patterns and potentially
attribute the breach to known APT groups.

¢ B. Apply heuristics-based analysis coupled with threat-hunting tools to trace anomalous patterns, behaviors, and
inconsistencies across WorldBank's vast digital infrastructure.

e (. Utilize advanced sandboxing techniques to safely examine the behavior of potential zero-day exploits in the hashed files,
gauging any unusual system interactions and network communications.

e D. Performdeep dive log analysis from critical servers and network devices, focusing on a timeline based approach to
reconstruct the events leading to the breach.

HeE. C

EE #46
Analyze the executable file ShadowByte.exe located in the Downloads folder of the Attacker Machine-I and determine the Linker
Info value of'the file. (Practical Question)
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Richards, a security specialist at an organization, was monitoring an IDS system. While monitoring, he suddenly received an alert of
an ongoing intrusion attempt on the organization's network. He immediately averted the malicious actions by implementing the
necessary measures.

Identify the type of alert generated by the IDS system in the above scenario.

A. False negative
B. False positive
C. True positive

D. True negative

HE: C

Y.

A true positive alert is generated by an IDS system when it correctly identifies an ongoing intrusion attempt on the network and
sends an alert to the security professional. This is the desired outcome of an IDS system, as it indicates that the system is working
effectively and accurately
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