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B #47
Refer to the exhibit.
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Which determination should be made by a security analyst?

¢ A. An email was sent with an attachment named "Final Report.doc".

¢ B. Anemil was sent with an attachment named "Final Report.doc.exe".
¢ C. An email was sent with an attachment named "Grades.doc.exe".

¢ D. An email was sent with an attachment named "Grades.doc".

Ff#: B
fR:
The XML structure shows that:

* The file namestarts with:"Final Report"

* The file extensionequals:"doc.exe"

Together, this forms"Final Report.doc.exe"- a knowndouble-extensiontechnique used todisguise executablesas benign documents.
This is a red flag in email forensics, commonly linked tomalware distribution, and explicitly covered in the Cisco CyberOps study
material as a typicalevasion methodfor malicious attachments.

H #48

A financial company handling international transactions recently experienced a complex security incident The incident involves
simultaneous DDoS attacks, suspected internal data leakage and the discovery of sophisticated malware implants that have remained
dormant until triggered remotely During the incident it became clear that the current procedures are inadequate and plans to tackle
issues were created on the go To counter this problem going forward, the IR team is developing an incident playbook to be used ifa
similar incident reoccurs Which set of elements of the playbook must be ntroduced?

A. Engaging third-party cybersecurity experts expanding throat intelligence sharing and improving incident documentation
B. Establishing real-time collaboration procedures, increasing data encryption and revising access controls

C. Introducing DDoS mitigation procedures, internal data leak investigations, and proactive malware containment

D. Enhancing monitoring protocols, updating firewall rules, and automating traffic analysis tasks efficiently

Ef#: C

B #49
Drag and drop the capabilities on the left onto the Cisco security solutions on the right.

Ef#:
R -

HR #50

Refer to the exhibit. A security analyst notices that a web application running on NGINX is generating an unusual number of log
messages. The application is operational and reachable. What is the cause of this activity?

A. directory fuzzing
B. DDoS attack

C. SQL injection
D. botnet infection

IEf#: A

AR

The provided log file contains multiple HTTP GET requests attenpting to access various directories and files on the web server such
as:

* /balance

* /security

* /finance

* [secret

* Jopt



* [fuzzer/admin

These requests appear to be sequential, systematically targeting commonly used file and directory paths. The response codes are
mostly 404 (Not Found) and a few 301s, indicating that the requester is trying different permutations of paths to discover hidden or
vulnerable endpoints. This behavior is consistent with directory fuzzing, a reconnaissance technique used by attackers (or automated
tools) to map out web directory structures by sending a high volume of crafted requests to guess hidden or unlinked directories and
files.

This is distinct from DDoS (which would manifest as volume-based access issues), SQL injection (which targets specific parameters
within requests), or botnet infection (which generally involves command-and- control commumication or massive traffic floods).
Reference: CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter on Web Attacks and Threat Identification -
Directory Fuzzing Patterns.

HM #51
What is an antiforensic technique to cover a digital footprint?

e A. authentication

e B. obfuscation

e (. authorization

e D. privilege escalation

Ef#: B

A -

Antiforensic techniques are methods attackers use to cover their tracks. According to the Cisco CyberOps curriculum, "obfuscation”
refers to techniques such as encoding, encrypting, or otherwise disguising commands, payloads, or scripts to avoid detection and
analysis. This is a standard antiforensic tactic used to prevent attribution and hinder forensic investigation.

Options like privilege escalation and authentication are part of attack vectors or access control and not antiforensic methods.
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