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Fortinet FCP_FAC_AD-6.5 Exam Syllabus Topics:

Topic Details

Topic 1
Administering and Authenticating Users: This section of the exam measures the skills of a Security
Administrator and covers the processes for creating, managing, and authenticating user accounts within the
FortiAuthenticator system.

Topic 2 802.1X Authentication

Topic 3
Certificate Management: This section of the exam measures the skills of a Certificate Manager and covers
the administration of digital certificates, including issuance, renewal, and revocation processes.

Topic 4
FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist
and covers the setup and use of FIDO2 standards for passwordless authentication.

Topic 5
This section of the exam measures the skills of a Network Security Engineer and covers the configuration
of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.

Topic 6
Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.

Topic 7
OAuth and SAML:This section of the exam measures the skills of an Identity and Access Management
(IAM) Specialist and covers the implementation of OAuth services and SAML-based single sign-on
configurations.

Topic 8
Administrative Users and High Availability: This section of the exam measures the skills of a System
Engineer and covers the management of administrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.
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Topic 9
Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
configuration and management of self-service portals for guest and local user access.

Topic 10
PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure
(PKI).

Topic 11
FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment
methods.

Topic 12
FSSO Deployment and Troubleshooting: This section of the exam measures the skills of a Systems
Integrator and covers the practical deployment of FSSO solutions and techniques for troubleshooting
common issues.

Topic 13
Introduction and Initial Configuration: This section of the exam measures the skills of a Network Security
Administrator and covers the foundational setup and basic configuration of FortiAuthenticator, including
initial deployment steps and system preparation for identity management services.
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Fortinet FCP—FortiAuthenticator 6.5 Administrator Sample Questions
(Q66-Q71):
NEW QUESTION # 66 
Which EAP method is known as the outer authentication method?

A. EAP-GTC
B. MSCHAPv2
C. EAP-TLS
D. PEAP

Answer: D

NEW QUESTION # 67 
What are tokens commonly used for in authentication systems?

A. Storing biometric data
B. Generating random security codes
C. Sending text messages
D. Displaying the current time

Answer: B

NEW QUESTION # 68 
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Which authentication factor involves something a user knows?

A. Something a user is
B. Something a user does
C. Something a user has
D. Something a user remembers

Answer: D

NEW QUESTION # 69 
Which three of the following can be used as SSO sources? (Choose three.)

A. FortiAuthenticator in SAML SP role
B. SSH sessions
C. FortiClient SSO Mobility Agent
D. FortiGate
E. RADIUS accounting

Answer: C,D,E

Explanation:
RADIUS accounting can be used by FortiAuthenticator to obtain user identity and session details for SSO.
FortiClient SSO Mobility Agent reports user login events to FortiAuthenticator for SSO.
FortiGate can act as an SSO source by sending user authentication information to FortiAuthenticator.

NEW QUESTION # 70 
What is the role of the FortiAuthenticator certificate management service?

A. Managing user passwords
B. Generating local certificates for various purposes
C. Handling firewall configurations
D. Managing network load balancing

Answer: B

NEW QUESTION # 71
......
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