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A #727

A company has an application that is deployed 10 two AWS Regions in an active-passive configuration. The application runs on
Amazon EC2 mstances behind an Application Load Balancer (ALB) in each Region. The instances are in an Amazon EC2 Auto
Scaling group in each Region. The application uses an Amazon Route

53 hosted zone (or DNS. A SysOps administrator needs to configure automatic failover to the secondary Region.

‘What should the SysOps administrator do to meet these requirements?

¢ A. Configure CNAME records that point to each ALB. Choose a failover routing policy. Set Evaluate Target Health to Yes.

¢ B. Configure Route 53 alias records that point to each ALB. Choose a failover routing policy. Set Evaluate Target Health to
Yes.

e C. Configure EC2 health checks for the Auto Scaling group. Add a target group to the ALB in the primary Region. Include
the EC2 instances in the secondary Region as targets.

¢ D. Configure Elastic Load Balancing (ELB) health checks for the Auto Scaling group. Add a target group to the ALB in the
primary Region. Include the EC2 instances in the secondary Region as targets.

Ef#: B
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Amazon Route 53's failover routing policy allows you to route traffic to a primary resource unless it is unavailable, in which case
Route 53 can fail over to a secondary resource.

Steps:

* Open Route 53 Console:

* Open the Amazon Route 53 console.

* Create Alias Records:

* In your hosted zone, create two alias records.

* One alias record should point to the ALB in the primary region and the other to the ALB in the secondary region.

* Set Failover Routing Policy:

* For the alias record pointing to the primary ALB, set the routing policy to "Failover" and designate it as the primary.

* For the alias record pointing to the secondary ALB, set the routing policy to "Failover" and designate it as the secondary.

* Enable Health Checks:

* Ensure that "Evaluate Target Health" is set to "Yes" for both alias records. This ensures that Route 53 will check the health of the
ALBs before routing traffic.

* Configure Health Checks for ALBs:

* Ensure that each ALB has appropriate health checks configured to accurately report the health of the instances.

References:

* Route 53 Failover Routing

* Configuring Alias Records

R #728

A SysOps administrator is using AWS Systems Manager Patch Manager to patch a fleet of Amazon EC2 instances.
The SysOps administrator has configured a patch baseline and a maintenance window.

The SysOps administrator also has used an instance tag to identify which instances to patch.

The SysOps administrator must give Systems Manager the ability to access the EC2 instances.

Which additional action must the SysOps administrator perform to meet this requirement?

A. Add an nbound rule to the instances' security group.

B. Manually specify the instances to patch Instead of using tag-based selection.

C. Create a Systens Manager activation Then activate the fleet of instances.

D. Attach an IAM instance profile with access to Systens Manager to the instances.

IEf#: D
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By default, AWS Systens Manager doesn't have permission to perform actions on your instances. Grant access by using an AWS


https://www.mogiexam.com/SOA-C02-exam.html

Identity and Access Management (IAM) instance profile. An instance profile is a container that passes IAM role information to an
Amazon Elastic Compute Cloud (Amazon EC2) instance at launch. You can create an instance profile for Systens Manager by
attaching one or more IAM policies that define the necessary permissions to a new role or to a role you already created.
httpsz//docs.aws.amazon.conysystens-manager/latest/userguide/setup-instance-profile. html

B #729

A company is using an AWS KMS customer master key (CMK) with imported key material The company Reference the CMK by
its alias in the Java application to encrypt data The CMK must be rotated every 6 months What is the process to rotate the key?

A. Enable automatic key rotation for the CMK and specify a period of 6 months

B. Delete the current key material, and import new material into the existing CMK

C. Create a new CMK with new imported material, and update the key alias to point to the new CMK.

D. Import a copy of the existing key material into a new CMK as a backup, and set the rotation schedule for 6 months

R
®

: C
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A SysOps administrator is evaluating Amazon Route 53 DNS options to address concerns about high availability for an on-premises
website. The website consists of two servers: a primary active server and a secondary passive server. Route 53 should route traffic
to the primary server if the associated health check returns 2xx or 3xx HTTP codes. All other traffic should be directed to the
secondary passive server. The failover record type, set ID. and routing policy have been set appropriately for both primary and
secondary servers.

Which next step should be taken to configure Route 537

e A Create an alias record for each server with evaluate target health set to yes. Associate the records with the Route 53 TCP
health check.

e B. Create an A record for each server. Associate the records with the Route 53 TCP health check.

e C. Create an A record for each server. Associate the records with the Route 53 HTTP health check.

¢ D. Create an alias record for each server with evaluate target health set to yes. Associate the records with the Route 53
HTTP health check.

IEf#: D
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To configure Route 53 for high availability with failover between a primary and a secondary server, the following steps should be
taken:

Create Health Checks:

Create HTTP health checks for both the primary and secondary servers. Ensure these health checks are configured to look for
HTTP 2xx or 3xx status codes.

Reference:

Create Alias Records:

Create an alias record for the primary server. Set "Evaluate Target Health" to Yes. Associate this record with the primary server's
HTTP health check.

Create an alias record for the secondary server. Set "Evaluate Target Health" to Yes. Associate this record with the secondary
server's HTTP health check.

Set Routing Policy:

Ensure the routing policy for both records is set to "Failover."

Assign appropriate "Set IDs" and configure the primary record as the primary failover record and the secondary record as the
secondary failover record.

Test Configuration:

Test the failover configuration to ensure that when the primary server health check fails, traffic is routed to the secondary server.

R #731
A company uses an Amazon CloudFront distribution to deliver its website Traffic togs for the website must be centrally stored and
all data must be encrypted at rest Which solution will meet these requirements?

e A Create an Amazon S3 bucket that is configured with no default encryption Enable encryption in the CloudFront



dtstnbubon and use the S3 bucket as a log destination

¢ B. Create an Amazon OpenSearch Service (Amazon Elasttcsearch Service) domain with internet access and server-side
encryption that uses the default AWS managed key Configure CloudFront to use the Amazon OpenSearch Service (Amazon
Elasticsearch Service) domain as a log destination

¢ (. Create an Amazon S3 bucket that is configured with default server side encryption that uses AES-256 Configure
CloudFront to use the S3 bucket as a log destination

¢ D. Create an Amazon OpenSearch Service (Amazon Elasticsearch Service) domain with VPC access and server-side
encryption that uses AES-256 Configure CloudFront to use the Amazon OpenSearch Service (Amazon Elastcsearch
Service) domain as a log destination

Ef#: C
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