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GIAC Network Forensic Analyst (GNFA) Sample Questions (Q58-Q63):

NEW QUESTION # 58

What are advantages of using a cloud-based network architecture?
(Select two.)

Response:

e A. Lack of security controls
¢ B. Automatic redundancy and failover
e (. On-demand scalability
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¢ D. Increased dependency on on-premise hardware

Answer: B,C

NEW QUESTION # 59
Which of the following hashing algorithms is considered weak due to its vulnerability to collisions?
Response:

A. RSA-2048
B. AES-256
C. MD5

D. SHA-512

Answer: C

NEW QUESTION # 60

What are the benefits of using NetFlow for threat detection?
(Select two.)

Response:

A. Helps detect command-and-control (C2) communications
B. Provides detailed packet-level data

C. Identifies large-scale data exfiltration

D. Captures real-time keystroke logging

Answer: A,C

NEW QUESTION # 61
Which of the following encoding methods is most commonly used to represent binary data in text format?
Response:

A. XOR

B. Blowfish
C. Baset4
D. SHA-256

Answer: C

NEW QUESTION # 62
Which tool is commonly used for reverse engineering network protocols by capturing and analyzing packet data?
Response:

A. Wireshark
B. Metasploit
C. Netcat
D. Nmap

Answer: A

NEW QUESTION # 63
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