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A security analyst is investigating a malware infection that occurred on a Windows system. The system was not connected to a
network and had no wireless capability Company policy prohibits using portable media or mobile storage The security analyst is
trying to determine which user caused the malware to get onto the system Which of the following registry keys would MOST likely
have this information?

A)

B)

0

D)

A. Option A

B. Option C

C. Option B
D. OptionD

Ef#: B

HM #69
Which of the following will allow different cloud instances to share various types of data with a minimal amount of complexity?

A. Application log collectors
B. Scripting

C. Reverse engmneering

D. Workflow orchestration
E. API integration

Ef#: E

HM #70

An analyst is participating in the solution analysis process for a cloud-hosted SIEM platform to centralize log monitoring and alerting
capabilities in the SOC.

Which of'the following is the BEST approach for supply chain assessment when selecting a vendor?

A. Consult with senior management for recommendations.

B. Performa proof of concept to identify possible solutions.

C. Gather mformation from providers, including datacenter specifications and copies of audit reports.
D. Identify SLA requirements for monitoring and logging,

M
R

: D

B #71
A security analyst is trying to determine if'a host is active on a network. The analyst first attempts the following;

The analyst runs the following command next:
Which of the following would explain the difference in results?

A. hping3 is returning a false positive.

B. The original ping command needed root permission to execute.
C. ICMP is being blocked by a firewall.

D. The routing tables for ping and hping3 were different.

IEf: C

A #72

A security analyst is investigating a system compromise. The analyst verifies the system was up to date on OS patches at the time of
the compromise. Which of the following describes the type of vulnerability that was MOST likely exploited?



A. Zero day
B. Insider threat

C. Advanced persistent threat
D. Buffer overflow

EfE: A
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