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Fortinet FCSS_SOC_AN-7.4 Exam Syllabus Topics:

Topic

Details

Topic 1

SOC concepts and adversary behavior: This section of the exam measures the skills of Security Operations
Analysts and covers fimdamental concepts of Security Operations Centers and adversary behavior. It
focuses on analyzing security incidents and identifying adversary behaviors. Candidates are expected to
demonstrate proficiency in mapping adversary behaviors to MITRE ATT&CK tactics and techniques,
which aid in understanding and categorizing cyber threats.

Topic 2

SOC automation: This section of the exam measures the skills of target professionals in the implementation
of automated processes within a SOC. It emphasizes configuring playbook triggers and tasks, which are
crucial for streamlining incident response. Candidates should be able to configure and manage connectors,
facilitating integration between different security tools and systens.

Topic 3

SOC operation: This section of the exam measures the skills of SOC professionals and covers the day-to-
day activities within a Security Operations Center. It focuses on configuring and managing event handlers, a
key skill for processing and responding to security alerts. Candidates are expected to demonstrate
proficiency in analyzing and managing events and incidents, as well as analyzing threat- hunting information
feeds.

Topic 4

Architecture and detection capabilities: This section of the exam measures the skills of SOC analysts in the
designing and managing of FortiAnalyzer deployments. It emphasizes configuring and managing collectors
and analyzers, which are essential for gathering and processing security data.

Fortinet FCSS - Security Operations 7.4 Analyst Sample Questions (Q31-

Q36):

NEW QUESTION # 31

Refer to the Exhibit:
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Create Incident

An analyst wants to create an incident and generate a report whenever FortiAnalyzer generates a malicious attachment event based
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on FortiSandbox analysis. The endpoint hosts are protected by FortiClient EMS integrated with FortiSandbox. All devices are
logging to FortiAnalyzer.
‘Which connector must the analyst use in this playbook?

A. FortiMail connector

B. Local connector

C. FortiSandbox connector
D. FortiClient EMS connector

Answer: C

Explanation:

* Understanding the Requirements:

* The objective is to create an incident and generate a report based on malicious attachment events detected by FortiAnalyzer from
FortiSandbox analysis.

* The endpoint hosts are protected by FortiClient EMS, which is integrated with FortiSandbox. All logs are sent to FortiAnalyzer.
* Key Components:

* FortiAnalyzer: Centralized logging and analysis for Fortinet devices.

* FortiSandbox: Advanced threat protection system that analyzes suspicious files and URLs.

* FortiClient EMS: Endpoint management system that integrates with FortiSandbox for endpoint protection.

* Playbook Analysis:

* The playbook in the exhibit consists of three main actions:GET EVENTS,RUN_REPORT, andCREATE INCIDENT.
* EVENT TRIGGER: Starts the playbook when an event occurs.

* GET_EVENTS: Fetches relevant events.

* RUN_REPORT: Generates a report based on the events.

* CREATE INCIDENT: Creates an incident in the incident management system

* Selecting the Correct Connector:

* The correct comnector should allow fetching events related to malicious attachments analyzed by FortiSandbox and facilitate
mntegration with FortiAnalyzer.

* Connector Options:

* FortiSandbox Connector:

* Directly ntegrates with FortiSandbox to fetch analysis results and events related to malicious attachments.

* Best suited for getting detailed sandbox analysis results.

* Selected as it is directly related to the requirement of handling FortiSandbox analysis events.

* FortiClient EMS Connector:

* Used for managing endpoint security and integrating with endpoint logs.

* Not directly related to fetching sandbox analysis events.

* Not selected as it is not directly related to the sandbox analysis events.

* FortiMail Connector:

* Used for email security and handling email-related logs and events.

* Not applicable for sandbox analysis events.

* Not selected as it does not relate to the sandbox analysis.

* Local Connector:

* Handles local events within FortiAnalyzer itself.

* Might not be specific enough for fetching detailed sandbox analysis results.

* Not selected as it may not provide the required integration with FortiSandbox.

* Implementation Steps:

* Step 1: Ensure FortiSandbox is configured to send analysis results to FortiAnalyzer.

* Step 2: Use the FortiSandbox connector in the playbook to fetch events related to malicious attachiments.

* Step 3: Configure theGET EVENTSaction to use the FortiSandbox connector.

* Step 4: Set up theRUN_REPORTandCREATE INCIDENTactions based on the fetched events.

References:

* Fortinet Documentation on FortiSandbox Integration FortiSandbox Integration Guide

* Fortinet Documentation on FortiAnalyzer Event Handling FortiAnalyzer Administration Guide By using the FortiSandbox
connector, the analyst can ensure that the playbook accurately fetches events based on FortiSandbox analysis and generates the
required incident and report.

NEW QUESTION # 32
Which two assets are available with the outbreak alert licensed feature on FortiAnalyzer?
(Choose two.)



A. Outbreak-specific custom playbooks

B. Custom event handlers from FortiGuard
C. Custom outbreak reports

D. Custom connectors from FortiGuard

Answer: B,C

NEW QUESTION # 33
Which of the following best describes a benefit of a well-configured FortiAnalyzer Fabric deployment?

A. Tmproved log correlation and threat detection
B. Enhanced corporate branding

C. Increased physical security of servers

D. Reduced need for technical support

Answer: A

NEW QUESTION # 34
Which two types of variables can you use in playbook tasks? (Choose two.)

A. Output
B. Create
C. Trigger
D. input

Answer: A,D

Explanation:

Understanding Playbook Variables:

Playbook tasks in Security Operations Center (SOC) playbooks use variables to pass and manipulate data between different steps
in the autormation process.

Variables help in dynamically handling data, making the playbook more flexible and adaptive to different scenarios.

Types of Variables:

Input Variables:

Input variables are used to provide data to a playbook task. These variables can be set manually or derived from previous tasks.
They act as parameters that the task will use to performits operations.

Output Variables:

Output variables store the result of a playbook task. These variables can then be used as inputs for subsequent tasks.

They capture the outcome of the task's execution, allowing for the dynamic flow of information through the playbook.

Other Options:

Create: Not typically referred to as a type of variable in playbook tasks. It might refer to an action but not a variable type.
Trigger: Refers to the mitiation mechanism of the playbook or task (e.g., an event trigger), not a type of variable.

Conclusion:

The two types of variables used in playbook tasks are input and output.

Reference: Fortinet Documentation on Playbook Configuration and Variable Usage.

General SOC Automation and Orchestration Practices.

NEW QUESTION # 35
Refer to the exhibits.

[  JobID Playbook Trigger Start Time End Time Status = Detalls
FE 'HTH_}E]: Quarantine Endpoint by EMS  useriatiilh) N 2024-08-28.06:75°04-0700 2024-03-28 06:2 @failed(Scheduled:0/Running0/Success:1/Faded:1 &




Playbook Tasks

[ & Refresh
0O |TaskiDs= Task = Start Tioe - End Time = Status =

O  faz_atmach_action_status_to_incident  Attach Staillus 2024-03-28 06:25:08-0700  2024-03-28 06:25:09-0700  failed View Log

O ems_quarantine_endpoint e R ] . B 5N L 2024-03-28 06:25:08-0700 SUCCESS Unavailable

[2024-03-28T06:25:09,302-0700] {taskinstance.py:1937} ERROR - Task failed with exc
Traceback (most recent call last):
File "/drived/private/airflow/plugins/incident_cperator.py™, line 695, in @xecute
self.add_attachment{context)
File “/drivee/private/airflow/plugins/incident_operator.py™, line 676, in add_attachment
resp = super().execute_action{context, json_request)
File “/drive@/privatefairflow/plugins/incident_cperator.py™, line 55, in execute_action
resp = super().execute_action(context, self.adom_oid, json_raq)

File "/drived/private/airflow/plugins/faz_api_operstor.py”; line 146, in execute_action
raise AlrflowException(resp['error’][ 'message’])
airflow.exceptions AirflowException: Invalid params: Inwalid incident ID: INGSS8SE1.
[2022-03-28T06:25:09.394-0700] {standard_task_runner.py:1084} ERROR - Failed to execute job 3156 for task faz_attach_sction_status_te_incident
{Invalid params: Invalid incident ID: INGSS9OS1.; 18516)

The Quarantine Endpoint by EMS playbook execution failed.
‘What can you conclude fromreviewing the playbook tasks and raw logs?

A. The local connector is incorrectly configured, which is causing JSON API errors.
B. The admin user does not have the necessary rights to update incidents.

C. The endpoint is quarantined, but the action status is not attached to the incident.
D. The playbook executed in an ADOM where the incident does not exist.

Answer: C

NEW QUESTION # 36
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