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Microsoft Cybersecurity Architect Sample Questions (Q94-Q99):
NEW QUESTION # 94 
You are designing an auditing solution for Azure landing zones that will contain the following components:
* SQL audit logs for Azure SQL databases
* Windows Security logs from Azure virtual machines
* Azure App Service audit logs from App Service web apps
You need to recommend a centralized logging solution for the landing zones. The solution must meet the following requirements:
* Log all privileged access.
* Retain logs for at least 365 days.
* Minimize costs.
What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE: Each
correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 95 
Your on-premises network contains an e-commerce web app that was developed in Angular and Node.js. The web app uses a
MongoDB database You plan to migrate the web app to Azure. The solution architecture team proposes the following architecture
as an Azure landing zone.
You need to provide recommendations to secure the connection between the web app and the database. The solution must follow
the Zero Trust model.
Solution: You recommend implementing Azure Application Gateway with Azure Web Application Firewall (WAF). Does this meet
the goal?

A. No
B. Yes

Answer: A

NEW QUESTION # 96 
Your company is developing an invoicing application that will use Azure Active Directory (Azure AD) B2C. The application will be
deployed as an App Service web app. You need to recommend a solution to the application development team to secure the
application from identity related attacks. Which two configurations should you recommend? Each correct answer presents part of
the solution. NOTE: Each correct selection is worth one point.

A. smart account lockout in Azure AD B2C
B. Azure AD Conditional Access integration with user flows and custom policies
C. access packages in Identity Governance
D. Azure AD workbooks to monitor risk detections
E. custom resource owner password credentials (ROPC) flows in Azure AD B2C

Answer: A,B

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory-b2c/threat-management
https://docs.microsoft.com/en-us/azure/active-directory-b2c/conditional-access-user-flow?pivots=b2c-user-flow

NEW QUESTION # 97 
You plan to deploy a dynamically scaling, Linux-based Azure Virtual Machine Scale Set that will host jump servers. The jump
servers will be used by support staff who connect f personal and kiosk devices via the internet. The subnet of the jump servers will
be associated to a network security group (NSG) You need to design an access solution for the Azure Virtual Machine Scale Set.
The solution must meet the following requirements:
* Ensure that each time the support staff connects to a jump server; they must request access to the server.



* Ensure that only authorized support staff can initiate SSH connections to the jump servers.
* Maximize protection against brute-force attacks from internal networks and the internet.
* Ensure that users can only connect to the jump servers from the internet.
* Minimize administrative effort
What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 98 
You are designing an auditing solution for Azure landing zones that will contain the following components:
* SQL audit logs for Azure SQL databases
* Windows Security logs from Azure virtual machines
* Azure App Service audit logs from App Service web apps
You need to recommend a centralized logging solution for the landing zones. The solution must meet the following requirements:
* Log all privileged access.
* Retain logs for at least 365 days.
* Minimize costs.
What should you include in the recommendation? To answer, select the appropriate options in the answer are a. NOTE: Each
correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 99
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