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HE#79
Users report that the output of a generative Al application seems unrelated to the prompts and contains offensive content. A security
team investigates and determines that there was an on- path attack. Which of the following is the most likely attack method?

A. Model hjjacking

B. Session hjjacking

C. Application server hijacking
D. Domain hijacking

He:. B

dY:
In an on-path attack, an adversary intercepts and manipulates traffic between the user and the Al system. Session hjjacking allows
the attacker to inject or alter prompts and responses, leading to unrelated or offensive output.

EE #80

Hotspot Question

Instructions

Use the drop-down menus to define two appropriate security controls for each component of the Al system. Each control may be
used only once.

Ifat any time you would like to bring back the mitial state of the simulation please click the Reset All button.

An engineer is deploying a new Al system and wants to integrate it into the core system through an API.

-

Y.

Explanation:

Cloud control plane: IAM policies, Resource policies

Prompt firewall: Injection policies, Output monitoring

WATF: Connection rate limits, Input token validation

Front-end API + Model + Vector database: Guardrails, Input quota

API gateway: Load balancing, Authentication token validation

Cloud control plane relies on IAM and resource policies to enforce centralized identity and access management as well as usage
restrictions.

Prompt firewall protects against malicious input via injection policies and ensures outputs are monitored for compliance and safety.
WAF controls connection rate to mitigate DoS and validates input tokens to stop unauthorized access attempts.

Front-end API, Model, and Vector database share guardrails to restrict unsafe behaviors and input quotas to prevent overuse,
making them consistent and efficient security points.

API gateway enforces load balancing for availability and validates authentication tokens at the entry point, providing secure and
scalable access.

HE #81
Which of'the following should an auditor reference when reviewing a company's human resources Al systems for legal non-
compliance?

A. European Union (EU) Al Act

B. International Organization for Standardization (ISO)

C. Organization for Economic Cooperation and Development (OECD) standard

D. National Institute of Standards and Technology (NIST) Al Risk Management Framework 9RMF)

HE: A


https://www.koreadumps.com/CY0-001-practice-test.html

The EU Al Act is legally binding legislation that specifically governs the use of Al systems, including those used in human resources
for hiring, promotion, and evaluation. An auditor reviewing Al systers for legal non-compliance must reference this act because it
establishes enforceable requirements related to transparency, bias, risk classification, and prohibited practices.

HEE #82
‘When should containment occur during the incident response lifecycle?

A. After lessons learned

B. Before eradication

C. Before identification

D. Immediately after recovery

HE: B

Y.
Containment follows identification and precedes eradication.

HE #83

SIMULATION

Instructions

Click the (+) to assign each threat category into its appropriate framework.

Ifat any time you would like to bring back the mitial state of the simulation, please click the Reset All button.
An architect is modeling an agentic system to meet security standards.

He:

MH.

Explanation:

MAESTRO: Overreliance, Insecure plug-in design

OWASP Top 10: Broken access control, Identification and authentication failures OWASP Top 10 LLM: Prompt injection, Model
denial of service STRIDE: Elevation of privilege, Repudiation, Supply chain vulnerabilities, Insecure design MAESTRO addresses
Al-specific misuse such as excessive trust in outputs (overreliance) and unsafe plug-in design.

OWASP Top 10 maps to classic web threats: broken access control and authentication failures are key risks.

OWASP Top 10 LLM focuses on LI M-related threats like prompt injection and denial of service targeting the model.

STRIDE categories cover privilege escalation, repudiation (denying actions), supply chain risks, and insecure design flaws.
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