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The PrepAwayETE is committed to helping the Cisco Designing Cisco Security Infrastructure exam candidates in the certification
exam preparation and success journey. To achieve this objective the PrepAwayETE is offering valid, updated, and verified Cisco
300-745 Exam Questions in three different formats. These three different Cisco Designing Cisco Security Infrastructure exam dumps
types are Cisco PDF Questions Links to an external site.

Cisco Designing Cisco Security Infrastructure Sample Questions (Q45-Q50):
NEW QUESTION # 45 
An IT company operates an application in a SaaS model. The administrative tasks, such as customer onboarding, within the
application must be restricted to users who are on the corporate network where admins can access those functions via a web
browser or a smartphone application. Which application technology must be used to provide granular control based on function?

A. security group
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B. Service Mesh
C. RBAC
D. VPC

Answer: C

Explanation:
Role-Based Access Control (RBAC) restricts application functions (such as administrative tasks) to specific users or groups based
on their roles. This ensures that only authorized users on the corporate network can perform sensitive operations, while others are
limited to non-administrative functions.

NEW QUESTION # 46 
An IT company experienced the spread of malicious content between user endpoints, which impacted business critical resources.
The company wants to implement a solution to control communication between individual endpoints on the network. Which
approach achieves the goal?

A. posture
B. TrustSec
C. profiling
D. RADIUS

Answer: B

Explanation:
Cisco TrustSec enables software-defined segmentation by assigning Security Group Tags (SGTs) to endpoints and enforcing
communication policies. This allows granular control of traffic between individual endpoints, preventing the spread of malicious
content across the network.

NEW QUESTION # 47 
A developer is building new API functions for a cloud-based application. Before writing the code, the developer wants to ensure
that destructive actions, including deleting and updating data, are properly protected by access control identifying sensitive fields such
as those that contain passwords or personally identifiable information. Which approach must be used to score the risks proactively?

A. SAST
B. CSPM
C. Open API Specification Analysis
D. SBOM Generation

Answer: C

Explanation:
Open API Specification Analysis evaluates API definitions before code is written, identifying risky endpoints (such as delete or
update functions) and sensitive fields (like PII or passwords). This allows developers to proactively score risks and apply proper
access controls early in the design phase.

NEW QUESTION # 48 
What is the primary benefit of conducting a root cause analysis after a security incident?

A. Enable compliance with NTP standards
B. Drive design improvements to prevent recurrence
C. Validate OSI model compliance
D. Improve FTP throughput

Answer: B

Explanation:
Root cause analysis focuses on identifying the underlying cause of a security incident. This enables organizations to improve system
design, controls, or processes so that similar incidents do not happen again, rather than only fixing symptoms.



NEW QUESTION # 49 
What is a use for AI in securing network infrastructure?

A. quality of service
B. traffic shaping
C. known day zero attack detection
D. load balancing

Answer: C

Explanation:
AI enhances network security by detecting zero-day attacks through behavior analysis, anomaly detection, and pattern recognition.
This allows threats to be identified and mitigated even before traditional signatures are available.
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