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An enterprise customer needs a Cyber Recovery solution to be implemented, As an outeeme from a
previous workshap, the following backup environment neads to be protected to the CR Vault,
Location 1: 4 PowerProtect DDs

Location 2: 4 PawerProtect Dls

Location 3: 2 PowerProtect DDs

Location 4: 2 FowerProtect DDg

The customer wants to implement a CR Vault in a 5th location.

How many Cyber Recovery systems must b installed ot a minimum level?
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What vaull status is displayed if none of the PowerProtect DD systems in the CR Vault are able to
comemunicabe with the Cyber Recovery softwars?

= A, Unknown
= B, Unlocked
= . Locked

s I, Degrraded
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AE#17
What is a key objective of adversarial emulation in the context of SOC operations optimization?
Response:

A. To simplify the cybersecurity framework

B. To increase the number of detected false positives
C. To reduce the overall IT budget

D. To test and improve detection capabilities
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AE #18

Which of'the following are benefits of using analytic testing in SOC operations?
(Select all that apply)

Response:

A. Increasing the attack surface

B. Reducing the time to detect incidents
C. Enhancing incident response strategies
D. Identifying gaps in the security posture
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AE#19

During which phase of the incident response cycle would an organization deploy patches to prevent the exploitation of identified
vulnerabilities?

Response:

A. Post-Incident Activity

B. Detection and Analysis

C. Preparation

D. Containment, Eradication, and Recovery
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AE#20

Effective alert creation should:
(Select all that apply)
Response:

A. Utilize contextual information to enhance alert relevancy

B. Generate a high volume of alerts to increase the chances of detecting incidents
C. Be configurable and adaptable over time

D. Incorporate thresholds to prevent alert fatigue
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AE #21

In implementing SOC tools, it is important to:
(Choose two)

Response:

e A Rely solely on vendor support for the tool,s operation and troubleshooting
e B. Tailor the tool,s deployment to the organization,s specific environment and risk profile



¢ (. Establish processes for the continuous monitoring and maintenance of the tools
e D. Select only the most expensive tools to guarantee effectiveness
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