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BRE (Q72-Q77):
HE #72

‘Why would an organization define lifecycle events in IdentitylQ?
To define what should trigger a joiner process, a mover process, or a leaver process

o A Yes
e B. No

EM: A
bt

Yes. Lifecycle Events in SailPoint IdentitylQ are defined to detect significant identity changes and trigger the appropriate business
process in response. Organizations commonly use them to automate joiner, mover, and leaver scenarios. A joiner event may be
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trigeered when a new identity is created or becomes active. A mover event may be triggered by changes such as department, job
title, manager, location, or business unit. A leaver event may be triggered when an identity's employment status or lifecycle state
indicates termmation.

The lifecycle event configuration defines the condition to monitor and the business process or workflow to execute when that
condition is met. This allows IdentitylQ to autormate access provisioning, role assignment, account creation, access removal, account
disablement, approvals, notifications, and other lifecycle-driven actions.

Therefore, the statement is accurate. Lifecycle Events are specifically used to define what identity data changes should initiate joiner,
mover, or leaver processing.

Reference topics: Provisioning, Lifecycle Events, joiner-mover-leaver processing, identity attribute changes, business processes,
workflows, and event-driven provisioning.

HE#73
Is this a purpose of identity governance and admmnistration (IGA)?
Defining corporate reporting hierarchies

e A No
e B. Yes

EfE: A

fEEHL -

Defining corporate reporting hierarchies is not a primary purpose of Identity Governance and Admmnistration.

In SailPoint IdentitylQ, reporting hierarchy data is typically consumed from an authoritative source, such as an HR system, rather
than created as the central objective of IGA. IdentitylQ may use manager relationships for identity correlation, access reviews,
approval routing, escalation, lifecycle processing, and certification ownership, but the system's purpose is not to design or maintain
the enterprise organizational chart.

IGA focuses on identity security outcomes: determining who users are, what access they have, whether that access is appropriate,
how access was granted, and how mappropriate or risky access should be remediated.

Manager and reporting-line data supports these controls, but it is supporting identity context, not the governance objective itself.
For example, a manager attribute may be used during Identity Refresh, certification generation, or access request approval.
However, the business function of defining the reporting hierarchy normally remains with HR or organizational management systerns.
Reference topics: Foundational Concepts - purpose of identity security; Identity Modeling - manager correlation and IdentityCube
attributes; Governance - certification ownership and approval routing,

R #74
Is this definition of entitlement accurate?
An access right on an application

o A Yes
e B.No

EfE: A

AR :

Yes. In SailPoint IdentitylQ, an entitlement represents an access right, permission, privilege, group membership, role membership, or
similar access-granting value on an application. Entitlements are discovered from application account data during aggregation and are
commonly modeled in IdentityIQ through schema attributes marked as entitlement attributes. Once aggregated, these values may
appear in the entitlerment catalog as managed attributes, where they can be reviewed, requested, certified, governed by policies, and
associated with roles.

The definition "an access right on an application” is accurate because entitlements describe what an identity's account is allowed to
do or access within a connected system. Examples include Active Directory group membership, database roles, application
permissions, cloud groups, or other system-specific access values. IdentitylQ uses entitlements as core governance objects for
certifications, access requests, policy checks, role modeling, and provisioning,

This definition is intentionally broad because different target systems represent access differently. IdentitylQQ normalizes those
application-specific access values into entitlement concepts for identity governance.

Reference topics: Access Modeling, entitlement catalog, managed attributes, application schema, entitlement aggregation,

certifications, access requests, and provisioning,
'



HE#75
Is this statement about uncorrelated accounts true?
Ifan application's correlation logic has changed, the aggregation task can change account correlations to match the new logic.

o A Yes
e B. No

Ef#: A

TR

The statement is true. In SailPoint IdentitylQ, account correlation is the process used to associate an application account,
represented as a Link, with the appropriate IdentityCube. Correlation logic is configured on the application and may use account
attributes, identity attributes, or correlation rules to determine ownership. When that logic is changed, a subsequent account
aggregation can evaluate account data against the updated correlation configuration and adjust account-to-identity associations
where the aggregation process is configured to perform correlation.

This is important when accounts were previously uncorrelated, incorrectly correlated, or correlated under outdated matching criteria.
For example, if an application originally correlated accounts by user name but is later changed to correlate by employee ID,
aggregation can apply the new logic so that accounts align with the correct identities. Manual correlation is therefore not the only
remediation path; proper correlation configuration followed by aggregation is a standard way to resolve or correct account
ownership.

The behavior depends on the aggregation and correlation configuration, but the principle is accurate: aggregation can apply changed
correlation logic to account correlations. Reference topics: Applications, correlation options, account aggregation, uncorrelated
account resolution, Link-to-IdentityCube association, and Identity Modeling,

H #76
Is this a purpose of identity governance and administration (IGA)?
Detecting and addressing inappropriate access

o A Yes
e B.No

EfE: A

fi .-

Detecting and addressing inappropriate access is a core purpose of Identity Governance and Administration in SailPoint IdentitylQ.
IdentitylQ is designed to provide visibility into who has access, what access they have, how that access was obtained, whether it is
appropriate, and what corrective action should occur when access violates business or security policy. Inappropriate access may be
identified through access certifications, policy violations, role analysis, entitlement review, account aggregation, and identity
correlation.

IdentitylQ supports this purpose by building IdentityCubes that consolidate identity, account, entitlement, role, and manager data
from connected applications. Once access is visible, governance controls such as certifications allow managers, application owners,
or entitlement owners to approve, revoke, or delegate access decisions. Policies can also detect toxic combinations, prohibited
access, or access inconsistent with business rules. Remediation can then be routed through provisioning, work items, or manual
fulfillment processes.

Therefore, the statement aligns directly with IGA and IdentitylQ's identity security model. Reference topic:

Foundational Concepts - purpose of identity security; also related to Governance - certifications, policy detection, and remediation.
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