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Q52):

NEW QUESTION # 47

Scenario 6: Solicure is a leading pharmaceutical company dedicated to manufacturing and distributing essential medications. Thriving
in an industry characterized by strict regulations and demanding quality benchmarks, Solicure has taken proactive steps to adhere to
the requirements of the NIS 2 Directive. This proactive approach strengthens digital resilience and ensures the continued excellence
of product offerings.

Last year, a cyberattack disrupted Solicure's research and development operations, raising concerns about the potential compromise
of sensitive information regarding drug formulation. Solicure iitiated an immediate nvestigation led by its cybersecurity team,
gathering technical data to understand the attackers' methods, assess the damage, and swiftly identify the source of the breach. In
addition, the company implemented measures to isolate compromised systems and remove the attackers from its network. Lastly,
acknowledging the necessity for long-term security improvement, Solicure implemented a comprehensive set of security measures to
comply with NIS 2 Directive requirements, covering aspects such as cybersecurity risk management, supply chain security, incident
handling, crisis management, and cybersecurity crisis response planning, among others.

In Iine with its crisis management strategy, Solicure's chief information security officer, Sarah, led the initiative to develop a
comprehensive exercise plan to enhance cyber resilience. This plan was designed to be adaptable and inclusive, ensuring that
organizational decision-makers possessed the essential knowledge and skills required for effective cybersecurity threat mitigation.
Additionally, to enhance the efficacy of its crisis management planning, Solicure adopted an approach that prioritized the structuring
of crisis response.

A key aspect of Solicure's cybersecurity risk management approach centered on the security of its human resources. Given the
sensitive nature of its pharmaceutical products, the company placed utmost importance on the employees' backgrounds. As a result,
Solicure implemented a rigorous evaluation process for new employees, including criminal history reviews, prior role investigations,
reference check, and pre-employment drug tests.

To comply with NIS 2 requirements, Solicure integrated a business continuity strategy into its operations. As a leading provider of
life-saving medicines and critical healthcare products, Solicure faced high stakes, with potential production and distribution
nterruptions carrying life-threatening consequences for patients. After extensive research and consultation with business management
experts, the company decided to utilize a secondary location to reinforce the critical operations at the primary site. Along with its
business continuity management strategy, Solicure developed a set of procedures to recover and protect its IT infrastructure in the
event of a disaster and ensure the continued availability of its medications.

Which of'the following crisis management planning approaches did Solicure adopt? Refer to scenario 6.

¢ A. Resource-based approach
¢ B. Crisis-driven approach
¢ (. Resilience-based approach

Answer: B

NEW QUESTION # 48
According to Article 7 of the NIS 2 Directive, what is one of the aspects that the national cybersecurity strategy adopted by
Member States must include?

e A Plans for infrastructure development
e B. A list of authorities and stakeholders
¢ C. Policies on foreign trade agreements

Answer: B

NEW QUESTION # 49
What information does NOT have to be included in an asset inventory for effective asset management?

e A Value of assets to the organization
o B. Market value of assets
e C. Location of asset

Answer: B



NEW QUESTION # 50

Scenario 3: Founded in 2001, SafePost is a prominent postal and courier company headquartered in Brussels, Belguim. Over the
years, it has become a key player in the logistics and courier in the region. With more than 500 employees, the company prides itself
on its efficient and reliable services, catering to individual and corporate clients. SafePost has recognized the importance of
cybersecurity in an increasingly digital world and has taken significant steps to align its operations with regulatory directives, such as
the NIS 2 Directive.

SafePost recognized the importance of thoroughly analyzing market forces and opportunities to inform its cybersecurity strategy.
Hence, it selected an approach that enabled the analysis of market forces and opportunities in the four following areas: political,
economic, social, and technological. The results of the analysis helped SafePost in anticipating emerging threats and aligning its
security measures with the evolving landscape of the postal and courier industry.

To comply with the NIS 2 Directive requirements, SafePost has implemented comprehensive cybersecurity measures and
procedures, which have been documented and communicated in training sessions. However, these procedures are used only on
individual initiatives and have still not been implemented throughout the company. Furthermore, SafePost's risk management team
has developed and approved several cybersecurity risk management measures to help the company minimize potential risks, protect
customer data, and ensure business continuity.

Additionally, SafePost has developed a cybersecurity policy that contains guidelines and procedures for safeguarding digital assets,
protecting sensitive data, and defining the roles and responsibilities of employees in maintaining security. This policy will help the
company by providing a structured framework for identifying and mitigating cybersecurity risks, ensuring compliance with
regulations, and fostering a culture of security awareness among employees, ultimately enhancing overall cybersecurity posture and
reducing the likelihood of cyber incidents.

As SafePost continues to navigate the dynamic market forces and opportunities, it remains committed to upholding the highest
standards of cybersecurity to safeguard the interests of its customers and maintain its position as a trusted leader in the postal and
courier industry.

SafePost's risk management team has developed and approved several cybersecurity risk management measures intended to help
the company in minimizing potential risks, protecting customer data, and ensuring business continuity. Is this in compliance with
Article 20 of the NIS 2 Directive?

Refer to scenario 3.

e A Yes, the risk management teamis responsible for developing and approving cybersecurity risk management measures
¢ B. No, the company's management body is responsible for approving cybersecurity risk management measures
¢ C. No, the IT Department is solely responsible for developing and approving cybersecurity risk management measures

Answer: B

NEW QUESTION # 51
Which type of vulnerability assessment scans is primarily focused on evaluating websites and mobile applications of known software
vulnerabilities and incorrect configurations?

e A. Application scans
e B. Network-based scans
e C. Web-based scans

Answer: A

NEW QUESTION # 52
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