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¢ SOC and SOAR Overview: Security Engineers can gain an understanding of SOC and SOAR deployment
EX requirements, including licensing management for FortiSOAR.

¢ System Monitoring and Maintenance: For FortiSOAR Administrators, this domain covers using various
tools for system monitoring to ensure consistent performance. This includes how to regularly oversee
FE2 FortiSOAR processes, along with other critical functions.

e System Operation: For System Engineers, this section covers Elasticsearch data management that may
T3 need to be externalized or migrated to accommodate systemneeds. Additionally, this section covers
configuring the recommendation engine and utilizing the war room functionality.

¢ System Configuration: FortiSOAR requires careful setup of applications for FortiSoar System
FE 4 Administrators. It covers system fixtures, and proxy settings to function optimally.

o Security Management: This section covers how Security Engineers implement role-based access control
FES (RBAC) and set up team structures within FortiSOAR to streamline security management.
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Which two statements about appliance users are true? (Choose two.)

A. Appliance users use two-factor authentication for messages sent to the APL
B. Appliance users represent non-human users.

C. Appliance users use time-expiring tokens for primary authentication.

D. Appliance users do not have a login ID and do not add to the license count.
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In FortiSOAR, appliance users are accounts that represent non-human entities, such as system processes or integrations. These
users do not require login IDs and therefore do not contribute to the licensing user count.

Appliance users are configured for backend tasks or to interact with external systems, enabling automated processes without
consuming standard user licenses. This approach optimizes system resources and keeps licensing costs manageable.
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An administrator wants to collect and review all FortiSOAR log tiles to troubleshoot an issue. Which two methods can they use to
accomplish this? (Choose two.)

A. Review the contents of /var/log/messages.

B. Download the logs from the GUL

C. Enter the csacta services -status command, and then copy the output.
D. Enter the caacta log -collect directory command.
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Administrators can collect and review FortiSOAR logs for troubleshooting in two primary ways. First, they can download logs
directly from the GUI, which provides access to various logs through an intuitive interface. Secondly, using the command-line
interface, the csacta log --collect command can be used to gather all logs within a specified directory, enabling more detailed offline
analysis. Both methods offer comprehensive log collection to aid in diagnosing and resolving issues.
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Which two statements about Elasticsearch are true? (Choose two.)

¢ A, The mnimum version of the Elasticsearch cluster must be 6.0.2. if you want to externalize the Elasticsearch data.

¢ B. To change the location of your Elasticsearch instance from the local instance to a remote location, you must update the
falcon. conffile.

¢ (. Elasticsearch allows you to store, search, and analyze huge volumes of data quickly. In near real time, and return answers
i milliseconds.

¢ D. The global search mechanism in FortiSOAR leverages an Elasticsearch database to achieve rapid, efficient searches across
the entire record system.

ZX: CD


https://www.vcesoft.com/NSE6_FSR-7.3-pdf.html
https://tw.fast2test.com/NSE6_FSR-7.3-practice-test.html

f RE R «

Elasticsearch in FortiSOAR is used for its robust data handling capabilities, allowing rapid storage, searching, and analysis of vast
amounts of data in near real-time. Its integration with FortiSOAR's global search enables efficient querying across all records,
providing quick response times and a seamless user experience. The Elasticsearch database is crucial for handling extensive datasets
and delivering swift search results, making it integral to FortiSOAR's performance and data management capabilities.
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Refer to the exhibit.
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How long after the syops-ha service goes down will the heartbeat missed notification be sent to the administrator?

A. 3 minutes
B. 60 minutes
C. 15 minutes
D. 5 minutes
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In FortiSOAR's high availability (HA) setup, if the cyops-ha service becomes unresponsive, the system is configured to send a
"heartbeat missed" notification after a specified period, which in this case is 60 mmnutes. This delay allows for transient issues to be
resolved without triggering immediate alerts, while also ensuring that administrators are informed of prolonged service disruptions.
Timely notifications about the cyops-ha service's status help maintain the reliability and responsiveness of the HA environment.
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What are three protocols that a Level 3 analyst must adhere to when developing a new SOC alert handling technique? (Choose
three.)

¢ A The analyst must update documentation to establish procedures for this type of incident.
¢ B. The analyst must identify the compromised indicators.

¢ (. The analyst must build SIEM rules or SOAR playbooks so that such incidents can be identified and indicators can be
enriched.



e D. The analyst must be able to assign roles to teans based on their requirements.
¢ E. The analyst must be able to escalate alerts to incidents.
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Identifying compromised indicators is essential for determining the nature and scope of the alert and forming the basis for future
detection.

Building STEM rules or SOAR playbooks ensures that similar incidents can be automatically detected and indicators enriched for
faster response.

Updating documentation establishes formal procedures for handling such incidents consistently in the future.
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