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Sample Questions (Q36-Q41):

NEW QUESTION # 36

You want to send traffic from the Internet to your internal web server through the Firebox. You see the traffic is allowed in Traffic
Monitor, but the web server cannot be reached. You use the TCP Dump Diagnostic Task and collect this information from the
Firebox mterface connected to the web server.

What could cause the problem? (Select two.)

A. The web server default gateway is configured incorrectly

B. The Firebox Dynamic NAT rules are configured incorrectly

C. The web server has firewall software installed that blocks incoming connections.

D. The HTTPS proxy is blocking the connection because Gateway AntiVirus detected a virus
E. The IP address of the web server is on the Firebox Blocked Sites list

Answer: A,C

Explanation:

* Firewall Software Blocking Connections: If the web server has its own firewall software, it may be configured to block incommg
connections. This would prevent the server from responding to requests, even if the Firebox is allowing the traffic through.

* Incorrect Default Gateway Configuration: If the web server's default gateway is not correctly set to route through the Firebox, it
will be unable to respond to nbound traffic routed from external sources.

This misconfiguration is a common cause of connectivity issues in environments with complex network setups.

These two issues often lead to situations where the Firebox allows traffic, but the destination server is unreachable due to internal

configurations.

NEW QUESTION # 37
You have just configured Mobile VPN with IKEv2 for your customer. By default, authenticated Mobile VPN users are allowed to
send traffic to all Firebox networks through the VPN.

e A True
e B. False

Answer: B

Explanation:

In the default configuration ofMobile VPN with IKEv2, authenticated VPN users are only allowed access to specified networks or
resources as defined by the VPN policy. They do not automatically have access to all Firebox networks through the VPN. To
enable access to specific networks, administrators need to configure access routes explicitty within the Mobile VPN settings.

NEW QUESTION # 38
The Audit Trail report shows information about Firebox configuration changes. How can you makesure the Audit Trail report
mncludes the names of the specific person that made each change? (Select one.)

A. Create unique device administrator accounts for each Firebox administrative user

B. Configure all Firebox administrators to use the Authentication Portal to log in to the Firebox
C. Enable the Logging > AuditTrack feature

D. Configure your RADIUS server to send accounting messages to the Firebox

E. Install the SSO Client on each computer used by Firebox administrators

Answer: A

Explanation:

To ensure that the Audit Trail report in Firebox includes the specific names of administrators making configuration changes, it is
essential to have unique device administrator accounts. This setup allows each administrative action to be associated with a specific
user, enabling detailed tracking of configuration modifications. By differentiating user accounts, the system can log the specific
username associated with each change, fulfilling audit and compliance requirements.



NEW QUESTION # 39

You enable a network device monitoring application on a server with IP address 10.0.1.22. After you run the application, it reports
that it cannot ping the Firebox at 10.0.1.1, and you see this log message in Traffic Monitor. What is the most likely cause of this
issue? (Select one.)

A. The dynamic NAT statement is not configured correctly for the 10.0.1.0/24 subnet
B. The server IP address is on the Blocked Sites list

C. There is no route on the Firebox for the 10.0.1.0/24 subnet

D. The default Unhandled Internal Packet policy is at the top of the policy set

E. There is no policy that allows Ping traffic from the server to the Firebox alias

Answer: E

Explanation:

The most likely reason for the network device monitoring application's failure to ping the Firebox is the absence of an explicit policy
permitting Ping traffic from the server (IP 10.0.1.22) to the Firebox alias (10.0.1.1). By default, Firebox policies are configured to
allow only traffic explicitly permitted by a policy.

Therefore, without a dedicated policy allowing ICMP (Ping) requests from this specific source to the Firebox, the device will drop
the traffic, resulting in a connectivity failure for Ping.

This is a common scenario in Firebox configurations, where restrictive policy settings enhance network security by blocking all traffic
types unless specifically allowed.

NEW QUESTION # 40
A Firebox has an external IP address 0£203.0.113.100. A public web server with the IP address 10.0.1.80 is comnected to a
Firebox internal network. What is the effect of the policy shown in this image? (Select one.)

e A. Allows users on the Internet to connect to the 10.0.1.80 IP address of the web server

e B. Allows users on the Internet and the 10.0.1.0/24 network to use the external IP address of the Firebox to connect to the
web server

e C. Applies dynamic NAT to the 10.0.1.80 IP address of the web server to allow nbound connections

e D. Allows users on the Internet and the 10.0.1.0/24 network to use the nternal IP address of the Firebox to connect to the
web server

Answer: B

Explanation:

In the policy configuration shown in the image:

* From Section: It specifies "Any-External” and 10.0.1.0/24, indicating that this policy applies to traffic from any external source
(Internet users) as well as from devices on the internal network 10.0.1.0/24.

* To Section: The destination specifies a public-facing IP address (203.0.113.100) that is statically NAT'd to the internal IP address
of'the web server (10.0.1.80). This means external users and internal users can access the web server using the Firebox's external
1P.

* Effect of Static NAT: The policy uses Static NAT to map the Firebox's external IP address to the web server's internal IP
address, allowing inbound connections to reach the server. This setup provides consistent access for both external and internal users
via the same public IP address.

This configuration eftectively enables both Internet users and users within the specified internal network (10.0.1.0/24) to connect to
the web server using the Firebox's external IP, makingOption Dthe correct answer.

NEW QUESTION # 41
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