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QUESTION & ANSWERS

QUESTION: 1

Wy B setting rescurce limits amd requests for Kubernetes pods important to prevent internal Bendal of
Service soenarios?

Option A : To optimize the network performance of the clinter

Option 8 : To ersurs even distribution of storage resources among pods

Option € : To prevent a single pod from comuming excedsive resources, Impacting overall cluster stability

Option O @ To facilitate rapid scaling of applications in resporse ta demand

Correct Answer: C
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Linux support it. The third and last format is the desktop practice test software. The Linux Foundation Kubermetes and Cloud Native
Security Associate (KCSA) desktop practice test format can be used on Windows computers.

Linux Foundation KCSA Exam Syllabus Topics:

Topic Details

o Kubermnetes Cluster Component Security: This section of the exam measures the skills of a Kubernetes
Administrator and focuses on securing the core components that make up a Kubernetes cluster. It
encompasses the security configuration and potential vulnerabilities of essential parts such as the API
server, etcd, kubelet, container runtime, and networking elements, ensuring each component is hardened
against attacks.

Topic 1

¢ Kubernetes Threat Model: This section of the exam measures the skills of a Cloud Security Architect and
mvolves identifying and mitigating potential threats to a Kubernetes cluster. It requires understanding
common attack vectors like privilege escalation, denial of service, malicious code execution, and network-
based attacks, as well as strategies to protect sensitive data and prevent an attacker from gaining
persistence within the environment.

Topic 2

¢ Platform Security: This section of the exam measures the skills of a Cloud Security Architect and
encompasses broader platform-wide security concerns. This includes securing the software supply chain
from image development to deployment, implementing observability and service meshes, managing Public
Key Infrastructure (PKI), controlling network connectivity, and using admission controllers to enforce
security policies.

Topic 3

¢ Overview of Cloud Native Security: This section of the exam measures the skills of a Cloud Security
Architect and covers the foundational security principles of cloud-native environments. It includes an
understanding of the 4Cs security model, the shared responsibility model for cloud infrastructure, common
security controls and compliance frameworks, and techniques for isolating resources and securing artifacts
like container images and application code.

Topic 4

¢ Conpliance and Security Frameworks: This section of the exam measures the skills of a Compliance
Officer and focuses on applying formal structures to ensure security and meet regulatory demands. It
covers working with industry-standard compliance and threat modeling frameworks, understanding supply
chain security requirements, and utilizing automation tools to maintain and prove an organization's security
posture.

Topic 5

Linux Foundation Kubernetes and Cloud Native Security Associate Sample
Questions (Q41-Q46):

NEW QUESTION # 41
When using a cloud provider's managed Kubernetes service, who is responsible for maintaining the etcd cluster?

A. Cloud provider

B. Kubernetes administrator
C. Application developer

D. Namespace administrator

Answer: A

Explanation:
* Inmanaged Kubernetes services(EKS, GKE, AKS), the control plane is operated by thecloud provider

* This includesetcd, API server, controller manager, scheduler.

* Users manageworker nodes(in some models) and workloads, but not the control plane.

* Exact extract (GKE Docs):

* "The control plane, including the API server and etcd database, is managed and maintained by Google."
* Similarly forEKSandAKS, etcd is fully managed by the provider.

References:
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GKE Architecture: https://cloud.google.conmvkubernetes-engine/docs/concepts/cluster-architecture EKS Architecture:
httpsz/docs.aws.amazon.conveks/latest/userguide/eks-architecture. html AKS Docs: httpsz/learn.microsoft.com/en-
us/azure/aks/concepts-clusters-workloads

NEW QUESTION # 42
‘Which of the following represents a baseline security measure for containers?

A. Configuring persistent storage for containers.

B. Run containers as the root user.

C. Configuring a static IP for each container.

D. Implementing access control to restrict container access.

Answer: D

Explanation:

* Access control (RBAC, least privilege, user restrictions)is abaseline container security best practice.

* Exact extract (Kubernetes Pod Security Standards - Baseline):

* "The baseline profile is designed to prevent known privilege escalations. It prohibits running privileged containers or containers as
root."

* Other options clarified:

* B: Static IPs not a security measure.

* C: Persistent storage is fimctionality, not security.

* D: Running as root is explicitlyinsecure.

References:

Kubernetes Docs - Pod Security Standards (Baseline): https:/kubernetes.io/docs/concepts/security/pod- security-standards/

NEW QUESTION # 43
Which of the following statements correctly describes a contamer breakout?

A. A container breakout is the process of escaping a container when it reaches its resource limits.

B. A container breakout is the process of escaping the container and gaining access to the cloud provider's infrastructure.
C. A container breakout is the process of escaping the container and gaining access to the host operating system.

D. A container breakout is the process of escaping the container and gaining access to the Pod's network traffic.

Answer: C

Explanation:

* Container breakoutrefers to an attacker escaping container isolation and reaching thehost OS.

* Once the host is compromised, the attacker can accessother containers, Kubernetes nodes, or escalate further.

* Exact extract (Kubernetes Security Docs):

* "[fan attacker gains access to a container, they may attempt a container breakout to gain access to the host system.”
* Other options clarified:

* A: Network access inside a Pod # breakout.

* B: Resource exhaustion is aDoS, not a breakout.

* C: Cloud mfrastructure compromise is possibleaferhost compromise, but not the definition of breakout.
References:

Kubernetes Security Concepts: https://kubernetes.io/docs/concepts/security/ CNCF Security Whitepaper (Threats
section):https:/github.convcncfitag-security

NEW QUESTION # 44
A container image istrojanizedby an attacker by compromising the build server. Based on the STRIDE threat modeling framework,
which threat category best defines this threat?

A. Spoofing

B. Tampering

C. Repudiation

D. Denial of Service



Answer: B

Explanation:

* In STRIDE, Tamperingis the threat category forunauthorized modification of data or code/artifacts. A trojanized container image is,
by definition, an attacker'smodificationof the build output (the image) after compromising the Cl/build systenri.e., tampering with the
artifact in the software supply chain.

* Why not the others?

* Spoofingis about identity/authentication (e.g,, pretending to be someone/something).

* Repudiationis about denying having performed an action without sufficient audit evidence.

* Denial of Servicetargets availability (exhausting resources or making a service unavailable). The scenario explicitly focuses on
analtered imageresulting from a compromised build server-this squarely maps toTampering,

Authoritative references (for verification and deeper reading):

* Kubernetes (official docs)- Supply Chain Security (discusses risks such as compromised CI/CD pipelines leading to
modified/poisoned images and emphasizes verifying image integrity/signatures).

* Kubernetes Docs#Security#Supply chain securityandSecuring a cluster(sections on image provenance, signing, and verifying
artifacts).

* CNCF TAG Security - Cloud Native Security Whitepaper (v2)- Threat modeling in cloud-native and software supply chain risks;
describes attackers modifying build outputs (images/artifacts) via CI

/CD compromise as a form oftamperingand prescribes controls (signing, provenance, policy).

* CNCF TAG Security - Software Supply Chain Security Best Practices- Explicitly covers CI/CD compromise leading
tomaliciously modified imagesand recommends SLSA, provenance attestation, and signature verification (policy enforcement via
admission controls).

* Microsoft STRIDE (canonical reference)- Defines Tamperingasmodifying data or code, which directly fits a trojanized image
produced by a compromised build system

NEW QUESTION # 45
Which of the following statements on static Pods is true?

e A The kubelet schedules static Pods local to its node without going through the kube-scheduler, making tracking and
managing them difficult.

¢ B. The kubelet only deploys static Pods when the kube-scheduler is unresponsive.

e C. The kubelet can run a maximum of 5 static Pods on each node.

e D. The kubelet can run static Pods that span multiple nodes, provided that it has the necessary privileges from the API server.

Answer: A

Explanation:

* Static Podsare managed directly by thekubeleton each node.

* They arenot scheduled by the kube-schedulerand always remain bound to the node where they are defined.
* Exact extract (Kubernetes Docs - Static Pods):

* "Static Pods are managed directly by the kubelet daemon on a specific node, without the API server. They do not go through the
Kubernetes scheduler."

* Clarifications:

* A: Static Pods do not span multiple nodes.

* B: No hard limit of 5 Pods per node.

* D: They are not a fallback mechanism; kubelet always manages them regardless of scheduler state.
References:

Kubernetes Docs - Static Pods: https:/kubernetes.io/docs/tasks/configure-pod-container/static-pod/

NEW QUESTION # 46
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