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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q71-Q76):

NEW QUESTION # 71
A user is working from home and is unable to access work files on a company laptop. Which of the following should a technician
configure to fix the network access issue?

A. Virtual private network
B. Wide-area network

C. Wireless network

D. Proxy network settings

Answer: A

Explanation:

A VPN creates a secure tunnel from the user's home network mnto the corporate network, providing the necessary routing and
access controls for the laptop to reach internal file servers.

Without a VPN, the device remains outside the corporate LAN and cannot directly reach protected resources.

NEW QUESTION # 72
‘Which of the following methods would make data unrecoverable but allow the drive to be repurposed?

A. Degaussing the device

B. Performing a low-level format
C. Implementing EFS

D. Deleting the partitions

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

A low-level format (also referred to as a zero-fill or full format) writes over every sector on a storage device, effectively destroying
the existing data and making recovery nearly impossible. Unlike degaussing, which renders the drive unusable, a low-level format
maintains the integrity of the device, allowing it to be repurposed or reused.

A: Deleting partitions does not fully erase data; it only removes references in the partition table.

B: EFS (Encrypting File System) encrypts files but does not securely wipe them.

D: Degaussing destroys the magnetic structure of a drive, making it inoperable and not reusable.

Reference:

CompTIA A+ 220-1102 Objective 4.3: Given a scenario, implement basic change management best practices.

Study Guide Section: Drive sanitation methods - low-level format vs. degaussing vs. deletion

NEW QUESTION # 73
Which of the following is most important for protecting intellectual property from being shared on social media platforms?

A. AUP
B. SLA

C.NDA
D. ACL

Answer: C

Explanation:
A nondisclosure agreement legally binds individuals to protect confidential and proprietary information, making it the most important
control for preventing intellectual property from being shared on social media platforns.
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NEW QUESTION # 74

A user is attempting to open on a mobile phone a HD video that is hosted on a popular media streaming website. The user is
receiving connection timeout errors. The mobile reception icon area is showing two bars next to 3G. Which of the following is the
most likely cause of the issue?

A. The user does not have Wi-Fi enabled.
B. The bandwidth is not fast enough.

C. The website's subscription has run out.
D. The mobile device storage is full.

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

3G networks generally do not provide the bandwidth required for seamless HD video streaming. With only two signal bars and a 3G
connection, the mobile device likely cannot maintain the necessary data throughput, resulting in timeouts or buffering failures. This is a
classic symptom of insufficient network speed or signal strength.

A: Lack of Wi-Fi may contribute, but the root cause is the low mobile bandwidth, not the Wi-Fi state.

B: A website subscription lapse would return an account error, not a timeout.

D: Full device storage can affect downloads but not streaming from the internet.

Reference:

CompTIA A+ 220-1102 Objective 3.3: Troubleshoot mobile OS and application issues.

Study Guide Section: Connectivity and network performance issues on mobile devices

NEW QUESTION # 75
Multiple users clicked a phishing link from a compromised email account. The security team isolates and removes the threat. Then,
the management team provides security awareness training to the company. What step is this?

A. Provide user education.

B. Conpile lessons learned.

C. Update the antivirus software.
D. Perform additional scans.

Answer: A

Explanation:
This is part of the user education step after a security incident to prevent future occurrences.

NEW QUESTION # 76
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