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¢ Routing; This section of the exam measures the skills of firewall administrators and covers the configuration

of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
Topic 1 within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

¢ Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
nspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systers (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 2

o VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL. VPN to grant secure remote access to internal resources and configure [Psec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Topic 3

¢ Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the mitial configuration, establish basic connectivity, and integrate the
Topic 4 device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

¢ Firewall policies and authentication: This section of the exam measures the skills of firewall admmistrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 5

Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q17-Q22):

NEW QUESTION # 17

When FortiGate performs SSL/SSH full inspection, you can decide how it should react when it detects an invalid certificate.
Which three actions are valid actions that FortiGate can perform when it detects an invalid certificate?

(Choose three.)

A. Allow & Warning
B. Block & Warning
C. Allow

D. Trust & Allow

E. Block

Answer: C,.D.E

NEW QUESTION # 18
Refer to the exhibits.



HA contiguration

HQ-NGFW-1 # config system ha

HQ-NGFW-1 (ha) # show
config system ha
set group-id S
set group-name “"Training"
set mode a-p
set password ENC adfbyqYdiPexFmAnZgzDY
set hbdev “"port?" @
set session-pickup enable
set override disable
set priority 200
set monitor “portl"
set memory-based-failover enable
set memory-failover-threshold 70
set memory-failover-monitor-period 58
set memory-failover-sample-rate 10
set memory-failover-flip-timeout 68
end

HQ-NGFW-1 System Performance output

HQ-NGFW-1 # get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq softi
CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0 0 iirq
CPUl states: 0% user 0% system 0% nice 100% idle 0% iowait
Memory: 2042076k total, 1837868k used (90%), 104146k f
Average network usage: 19/2 kbps in 1 minute, 19/4

Maximal network usage: 36/18 kbps in 1 minute,
Average sessions: 21 sessions in 1 minute, 22
Maximal sessions: 22 sessions in 1 minute
Average session setup rate: 0 sessio
Maximal session setup rate: 0 sessiol
Average NPU sessions: 0 session a
Maximal NPU sessions: 0 sessj
Virus caught: 0 total in 1
IPS attacks blocked: 0 ¢!
Uptime: 10 days, 22<hgulils,

Y9Softirg
00062k freeable (4.9%)
nutes, 19/3 kbps in 30 minutes
kb) 10 minutes, 58/87 kbps in 30 minutes

in 10 minutes, 21 sessions in 30 minutes

in 10 minutes, 28 sessions in 30 minutes
last 1 minute, 0 sessions per second in last 10 minutes
last 1 minute, 1 sessions per second in last 10 minutes
inute, 0 sessions in lasit 10 minutes, 0 sessions in last 30 minutes
minute, 0 sessions in lasit 10 minutes, 0 sessions in last 30 minutes

HQ-NGFW-2 System Performance output

HQ-NGFW-2 # get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirg

CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirqg

CPUL states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irqg 0% softirg

Memory: 2042076k total, 993836k used (48.7%), €90352k free (33.8%), 357888k freeable (17.5%)

Average network usage: 26/18 kbps in 1 minute, 25/18 kbps in 10 minutes, 24/18 kbps in 30 minutes

Maximal network usage: 91/27 kbps in 1 minute, 92/27 kbps in 10 minutes, 92/32 kbps in 30 minutes

Average sessions: 9 sessions in 1 minute, 9 sessions in 10 minutes, 9 sessions in 30 minutes

Maximal sessions: 11 sessions in 1 minute, 11 sessions in 10 minutes, 13 sessions in 30 minutes

Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last 10 minutes
Maximal session setup rate: 0 sessions per second in last 1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Maximal NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 10 hours, 50 minutes

An administrator has observed the performance status outputs on an HA cluster for 55 seconds.
‘Which FortiGate is the primary?

e A. HQ-NGFW-2 with the parameter memory-failover-threshold setting

e B. HQ-NGFW-2 with the parameter priority setting

e C. HQ-NGFW-1 with the parameter override setting

e D. HQ-NGFW-1 with the parameter memory-failover-flip-timeout setting

Answer: C
Explanation:
The HA configuration shows that override is disabled (set override disable), but despite this, HQ-NGFW-1 has the higher priority

(200) and is acting as the primary, as indicated by its higher resource usage and uptime. Override allows the device with higher
priority to take over as primary, so HQ-NGFW-1 is the primary device.

NEW QUESTION # 19



An admmistrator configures FortiGuard servers as DNS servers on FortiGate using default settings.
‘What is true about the DNS connection to a FortiGuard server?

A. Tt uses DNS over TLS.

B. It uses UDP 53.

C. It uses DNS over HTTPS.
D. It uses UDP 8888.

Answer: B

Explanation:
‘When FortiGuard servers are configured as DNS servers on FortiGate with default settings, the DNS queries are sent using the
standard DNS protocol over UDP port 53.

NEW QUESTION # 20
Refer to the exhibits. Based on the current HA status, an administrator updates the override and priority parameters on HQ-
NGFW-1 and HQ-NGFW-2 as shown in the exhibit.

FortiGate HA cluster topology

Current HA status

HO-NGFW-1 # get system ha status

Contiguration Status:
FGVMO2TM24013423(updated @ seconds ago): in-sync
FGVMO2TM24013423 chksum dump: el 68 2e 42 b8 c1 c6 df 11 34 Oc 21 80 79 ad of
FGVMO2TM24013501 (updated 4 seconds ago): in-sync
FGVMO2TM240813581 chksum dump: el 6@ 2e 42 b8 c1 c6 df 11 34 Oc 21 8@ 79 a4 9f

number of member: 2
HQ-NGFN-1 , FGVMO2TM24013423, HA cluster index # 1
HQ-NGFW-2 , FGYM@2TM24013501, HA cluster index = @
number of vcluster: 1

vcluster 1: work 169.254.0.2

Primary: FGVMO2TM24013423, HA operating indeX = @

Secondary: FGVMO2IM24813501, HA dperating index = 1

New FortiGate HA configuration

HO-NGFW-1

# config system ha
set group-id S
set group-name "Fortinet”
set mode a-p



set password *

set hbdev "port7™ 50 "porté"™ €0
set session-pick enable

set override disable

set priority 90

set monitor "porti®

HQ-NGFW-2

# config system ha
set group-id S
set group-name "Fortinet”
set mode a-p

set password * -
set hbdev "port7" 50 "portg8" €0 F: | HI II IET

set session-pick enable
set override enable

set priority 110

set monitor "port3®

‘What would be the expected outcome in the HA cluster?

A. The HA cluster will become out of sync because the override setting must match on all HA members.

B. HQ-NGFW-1 will synchronize the override disable setting with HQ-NGFW-2.

C. HQ-NGFW-1 will remain the primary because HQ-NGFW-2 has lower priority.

D. HQ-NGFW-2 will take over as the primary because it has the override enable setting and higher priority than HQ-
NGFW-1.

Answer: D

Explanation:
With override enabled on HQ-NGFW-2 and its higher priority (110 vs. 90), HQ-NGFW-2 will become the primary device,
preempting HQ-NGFW-1 despite the current primary status.

NEW QUESTION # 21
Refer to the exhibit. An administrator has created a new firewall address to use as the destination for a static route. Why is the
admmnistrator not able to select the new address in the Destination field of the new static route?



Editﬁ\ddrfr_ss = RTINET

Name Fortinet

Color & Change

nterface =, pOrt2 d
Type

FQDN www.fortinet.con

Routing configuration (P

Comments

A. In the new static route, the administrator must first set the interface to port2.
B. In the new static route, the administrator must select Named Address.

C. In the new firewall address, the FQDN address must first beresolved.

D. In the new firewall address, Routing configuration must be enabled.

Answer: D

Explanation:
To use an FQDN-based address object as a destination in a static route, the "Routing configuration” option must be enabled in the
firewall address settings. Without this, the address cannot be selected for routing,

NEW QUESTION # 22
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