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(Q45-Q50):

HMA #45
To assign a captive portal to a guest SSID, which CLI command is used on FortiGate?
Response:

A. set security captive-portal

B. config wireless-controller vap
C. set auth-type captive-portal
D. set portal-type guest

EfE: C

A #46
You need to deploy a security policy on a FortiSwitch port connected to legacy printers that do not support 802.1X authentication.
How can you configure the network to ensure these printers have access while maintaining security?

A. Assign the printers to a high-priority VLAN that bypasses security policies.

B. Configure the FortiSwitch port to operate in promiscuous mode.

C. Enable MAC Authentication Bypass (MAB) on the FortiSwitch port.

D. Use port mirroring to copy traffic from the printer to another secured port for authentication.

EfE: C
fEE L2

When connecting non-802.1X-capable devices (like legacy printers, IP phones, or IoT devices) to a FortiSwitch managed by a
FortiGate or FortiAuthenticator, you can still maintain network security by using MAC Authentication Bypass (MAB).

W #47
When the MAC address of a device is placed in quarantine on FortiSwitch, what happens to its egress traffic?

A. Traffic is sent as untagged traffic.

B. Traffic is sent to an access VLAN.

C. Traffic is assigned to the native VLAN.
D. Traffic is sent to an allowed VLAN.

EfE: B

AR :
When a device is quarantined, its traffic is redirected to the quarantine access VLAN configured on the FortiSwitch port, isolating it
from normal network access while still allowing controlled connectivity for remediation.

HR #48

You are setting up a captive portal to provide Wi-Fi access for visitors. To simplify the process, your team wants visitors to
authenticate using their existing social media accounts instead of creating new accounts or entering credentials manually. Which two
actions are required to enable this functionality? (Choose two.)

e A, Setup a remote open authorization (OAuth) server for each selected social media platform.
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B. Set up the FortiAuthenticator internal database as the primary source for user credentials.

C. Configure only the email login option because a social media login cannot be used with captive portals.
D. Configure the social login profiles for the supported platforms.

E. Enable Account Login as the authentication type and configure a remote LDAP server.

IE%: A\ D

it

Social login requires configuring supported social login profiles and integrating them with the respective O Auth providers. Each
platform must have a corresponding O Auth configuration so FortiGate can redirect users for authentication and receive validated
identity information.

B #49
Refer to the exhibits.

FortiGate VLAN AP settings

config aystem incterface
edac "APa"
set vdom "root"®™
set ip 10.10.100.254 268.255.255.0
set allowaccess ping
set alias “AP _ManAgement™
set device-adentification enable
set role Lan
set shmp-index 118
set Up-managed-by-fortiipam disable
E:EHTI“EF‘“”’“:' *fortilink"®
set vlanid 100
next
end

DHCP configuration

config ayatem dhcp aexrver
edic 7
set dna-service defauylt
set defaulc-gacewd$ 10.10.100.254
set netmask 255,.25%.255.0
set interface] "APs"
config i1p-pange
edic fL
gt starct-ip 10.10.100.1
set end-ip 10.10.100.253
NeEEE
end
nexc
end

FLERTINET




FortiSwitch port1 VLAN AP assignment

set dns-service default
aet default-gateway 10.10.100.254
set netmask 255.255.255.0
set interface “"APa™
config ip-range
edich l
Tet astart-ip 10.10.100.1

FortiSwitch port1 VLAN AP assignment

config switch-concroller managed-awitch

edit “"ForcisSwicch®™
set an "S224EPTF1900£01&"
set faw-wanl-peer "forcilink"™
aer faw-wan imin &nable
sec
5&C version 1
set max-allo
set pre-provisicned 1
set dymamic-C IA1AEy JO0000 001551027757dddLL LT

zonfig porc

"VLANLO1l® “guarantines®
d-vlans “"quarantine®
S&t EXPOTIC-LO

set mac-addr 04:d45:90:35:7d:8

A FortiSwitch is successfully managed by FortiGate. FortiAP is connected to portl of the managed FortiSwitch.

On FortiGate, the VLAN AP is configured to detect and manage FortiAP, along with a DHCP server for the VLAN AP.
Additionally, the VLAN AP is assigned to portl of FortiSwitch.

However, FortiGate is unable to detect or manage FortiAP.

Which FortiGate misconfiguration is preventing the detection of FortiAP?

e A. The CAPWAP ports (UDP 5246 and 5247) are not open on FortiGate.

¢ B. Security Fabric is disabled in the administrative access options of the VLAN.
e C. The FortiAP firmware is incompatible with the FortiGate firmware version.

¢ D. The VLAN is not tagged correctly on the FortiSwitch uplink port.

Ef#: B

it
By default the CAPWAP ports are open on the FortiGate VLLANs/Ports with Security Fabric Connection option enabled.
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