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HA #195
At which layer is deep packet inspection investigated on a firewall?

A. data link
B. transport
C. application
D. mternet

Ef: C

iR

Deep packet inspection is a form of packet filtering usually carried out as a finction of your firewall. It is applied at the Open
Systems Interconnection's application layer. Deep packet inspection evaluates the contents of a packet that is going through a
checkpoint.

H #196
‘What do host-based firewalls protect workstations from?

A. viruses

B. malicious web scripts
C. unwanted traffic

D. zero-day vulnerabilities

Ef#: C

R #197

After a large influx of network traffic to externally facing devices, a security engineer begins investigating what appears to be a denial
of service attack When the packet capture data is reviewed, the engineer notices that the traffic is a single SYN packet to each port
Which type of attack is occurring?

e A host profiling
e B. traffic fragmentation
¢ C. port scanning

e D. SYN flood
Ef#: C
fREN

The scenario described is indicative of a port scanning attack. Port scanning is a method used by attackers to discover open ports
on network devices. A single SYN packet sent to each port is a technique known as SYN scanning or half-open scanning, where
the attacker sends a SYN message (as if they are going to initiate a TCP connection) to every port on the server, looking for positive
responses which indicate an open port. This type of scanning is less intrusive and harder to detect because it never completes the
TCP three-way handshakel.

Cisco community resources on Denial of Service (DoS) attacks

M #198
Which security monitoring data type requires the largest storage space?

A. full packet capture
B. transaction data
C. statistical data

D. session data

F
R

: A

M #199



Which security model assumes an attacker within and outside of the network and enforces strict verification before connecting to any
system or resource within the organization?

A. Biba

B. Zero Trust

C. Object-capability
D. Take-Grant

IEf#: B

TR

The Zero Trust security model operates on the principle that no one is trusted by default from inside or outside the network, and
verification is required from everyone trying to gain access to resources on the network. It emphasizes continuous monitoring,
validation, and least-privilege access to minimize exposure to sensitive parts of the network.
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