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Cybersecurity-Architecture-and-Engineering Priifungsfragen mit Losungen

(Q41-Q46):

41. Frage
An IT organization recently implemented a hybrid cloud deployment. The security team must be able to correlate event data
combined from different sources in a central location.

e A Data Loss Prevention (DLP)
e B. Intrusion Detection System (IDS)
e (. Security Information and Event Management (STEM)
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¢ D. File Integrity Monitoring (FIM)

Antwort: C

Begrindung;

ASecurity Information and Event Management (SIEM)system collects, normalizes, and correlates logs and security events from
various devices across both on-premises and cloud environments. It enables centralizedthreat detection,incident response,
andcompliance monitoring,

NIST SP 800-137 (Information Security Continuous Monitoring):

"SIEM are essential for real-time incident detection and response by aggregating and analyzing logs from disparate systemns."
Hybrid cloud environmentsmake log correlation complex, and SIEMs are uniquely suited to bridge cloud and on-prem infrastructure.
#WGU Course Alignment:

Domain:Security Operations and Monitoring

Topic:Use SIEM for centralized monitoring and event correlation in hybrid architectures

42. Frage

An organization wants to implement a new encryption solution to protect sensitive data stored in a database.

The organization wants to ensure that the encryption solution provides strong protection for the data and is willing to sacrifice
performance.

Which type of encryption meets the needs of the organization?

A. Hash finctions

B. Stream ciphers

C. Block ciphers

D. Asymietric encryption

Antwort: C

Begrindung;

The correct answer is D - Block ciphers.

Per the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials, block ciphers encrypt fixed-size blocks of
data at a time, providing strong security suitable for data at rest, such as databases.

Though they may be less performance-efficient compared to stream ciphers, their strength makes them ideal for securing stored
sensitive information.

Stream ciphers (A) are optimized for real-time encryption, not stored data. Asymimetric encryption (B) is slower and more suited for
key exchange rather than large data encryption. Hash functions (C) provide integrity verification, not encryption.

Reference Extract from Study Guide:

"Block ciphers encrypt fixed-length blocks of data, providing robust security ideal for protecting data at rest, such as sensitive
database information."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Encryption Technologies

43. Frage

An organization wants to secure remote access to its servers and is looking for a secure protocol that can provide encryption and
strong authentication. The organization wants to ensure that its servers can only be accessed by authorized users and that the data
exchanged during the session is encrypted.

Which protocol meets the needs of the organization?

A. Hypertext Transfer Protocol (HTTP)
B. Telnet

C. File Transfer Protocol (FTP)

D. Secure Shell (SSH)

Antwort: D

Begriindung;

The correct answer is D - Secure Shell (SSH).

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials state that SSH provides strong encryption and
authentication for remote access over unsecured networks. SSH ensures that sessions are confidential and that only authorized users
can access remote systens.



HTTP (A) and FTP (B) transmit data in plaintext and do not provide encryption. Telnet (C) also transmits data in plaintext and is
msecure for remote access.

Reference Extract from Study Guide:

"Secure Shell (SSH) is used for secure remote management, offering encrypted communications and authentication mechanisis to
protect against unauthorized access and eavesdropping,"

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Secure Protocols and Commumnications

44. Frage
An on-call security engineer has been notified after business hours that a possible threat could be impacting production applications.
Which type of threat intelligence should be used by first responders?

A. Tactical

B. Strategic

C. Commodity malware
D. Operational

Antwort: A

Begrindung;

The correct answer is A - Tactical.

Based on WGU Cybersecurity Architecture and Engineering (KFO1 / D488) study material, tactical threat intelligence provides
technical details such as indicators of compromise (I0Cs), IP addresses, file hashes, domain names, and other evidence needed to
detect and respond to threats immediately. This type of mtelligence is used by security teams to perform real-time monitoring and
ncident response.

Operational intelligence (C) addresses campaigns or actor behavior but is not immediately actionable.

Strategic ntelligence (D) provides high-level, long-term threat trends. Commodity malware (B) refers to low- level malware types,
not intelligence classifications.

Reference Extract from Study Guide:

"Tactical threat intelligence focuses on technical indicators of compromise (IOCs) and immediate actionable information that
responders use to detect and contain active threats."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Threat Intelligence Concepts

45. Frage

A company wants to ensure that the integrity of its systems is maintained during the startup process.

Which security technology can ensure the integrity of the system during startup by verifying that the system has not been
compromised?

A. Intrusion detection system (IDS)
B. Hardware security module (HSM)
C. Two-factor authentication

D. Measured boot

Antwort: D

Begriindung;

The correct answer is D - Measured boot.

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) explains that Measured Boot, often implemented with Trusted
Platform Modules (TPMs), ensures that each component of theboot process is verified for integrity. It provides cryptographic
evidence that the systens startup sequence has not been tampered with.

Two-factor authentication (A) secures user logins but does not verify boot integrity. IDS (B) monitors network or host behavior but
does not protect the boot process. HSM (C) secures cryptographic operations, not the system boot.

Reference Extract fiom Study Guide:

"Measured Boot verifies the integrity of the boot process, providing assurance that the system has not been compromised during
startup."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), System Hardening and Trusted Computing

46. Frage
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