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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q55-Q60):

NEW QUESTION # 55
Task: Configure a specific protection for DN'S tunneling detection.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Tools > IPS Protections.

2- Search for "DNS tunneling” and select it.

3- Set action to "Prevent” and tag it for monitoring,

4- Add it to your active IPS profile.

5- Confirm with SmartConsole logs if any events occur post-enforcement.

NEW QUESTION # 56
Task: Use CLI to check ThreatCloud status.

Answer:

Explanation:

See the Explanation. Explanation:

1- SSH into Gateway.

2- Run: tecli show cloud status.

3- Look for Status: Connected.

4- Check logs in /opt/CPsuite-R81/fwl/log/te.log.

5- Ensure outbound HTTPS to ThreatCloud servers is allowed.

NEW QUESTION # 57
Task: Clone an existing profile to use for mobile endpoints and modify AV scanning,

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Prevention > Profiles.

2- Select the base profile (e.g., Optimized), right-click > Clone.

3- Name it Mobile Profile.

4- Edit Anti-Virus settings to use Detect instead of Prevent for medium threats.
5- Save and assign to mobile VPN policy rule.

NEW QUESTION # 58
Task: Create an exception for a specific IPS protection for a trusted server.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Tools > IPS Protections.

2- Select the desired protection > Add Exception.
3- Specify source IP of trusted server.
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4- Set action to "Inactive" or "Detect."
5- Save, publish, and reinstall policy.

NEW QUESTION # 59
Task: Export current IPS protections list with their actions for audit.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Tools > IPS Protections.

2- Use filter or leave default.

3- Click "Export > CSV."

4- Choose file name and download location.

5- Open CSV and sort by Action or Performance Impact for analysis.

NEW QUESTION # 60
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