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Assurance and Automation: 15%
Designing and verifying IPFIX/NetFlow, SNMP, RESTCONF, and NETCONF;
Explaining programmable APIs utilized to add Cisco devices in the network automation;
Specifying the purpose of Network Services Orchestration;
Describing model-driven telemetry as well as data analytics in the service provider;
Describing the high-level principles and advantages of the data modeling language;
Configuring the dial-in/out telemetry streams with the usage of gRPC.

Exam Overview
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Technologies Sample Questions (Q386-Q391):
NEW QUESTION # 386 
How does TI-LFA reduce packet loss in segment routing?

A. It establishes multiple labels per path using more than one IGP.
B. It enables path selection in SR-TE to support MPLS label allocation.
C. It determines which link to use when load balancing to prevent packet fragmentation loss.
D. It calculates loop-free backup paths that are rapidly implemented in case of a link failure.

Answer: D

Explanation:
TI-LFA (Topology Independent Loop-Free Alternate) reduces packet loss in segment routing by precomputing loop-free backup
paths for each possible link or node failure. These backup paths are calculated using the network topology and are immediately
implemented upon detection of a failure. This ensures near-instantaneous traffic rerouting without requiring full reconvergence of the
IGP, significantly minimizing packet loss during failures.

NEW QUESTION # 387 
Refer to the exhibit. What is the purpose of this JSON script?

A. It confirms a user's login credentials.
B. It updates a user authentication record.
C. It changes the existing password.
D. It deletes a user's authentication record.

Answer: C

NEW QUESTION # 388 
Drag and drop the methods of Cisco MPLS TE tunnel traffic assignment from the left onto their characteristics on the right.

Answer:

Explanation:

NEW QUESTION # 389 
Refer to the exhibit.
An engineer working for private Service Provider with employee id: 3948:11:613 is configuring the BGPsec framework. Which two
conditions must the engineer take into account? (Choose two.)

A. In BGPsec. all route advertisements are given an expiry time by the originator of the route.
B. Private keys are part of the router key pair used to sign route updates.
C. The BGPsec framework secures the AS path.
D. In BGPsec. route advertisements are not given an expiration time by the originator of the route.
E. BGPsec uses IPsec tunnel for security.

Answer: B,C

Explanation:
The BGPsec framework is designed to secure the AS path information in BGP updates. It uses digital signatures to validate the AS
path and prevent unauthorized route manipulation. Here are the key points related to BGPsec:
Securing AS Path:
BGPsec ensures the integrity of the AS path by allowing routers to sign BGP updates using their private keys.
When a router originates a BGP route, it signs the AS path information with its private key.
Other routers can verify the signature using the corresponding public key.
This prevents malicious AS path modifications and ensures the authenticity of the advertised route.
Private Keys and Router Key Pair:



BGPsec relies on cryptographic keys for signing and verifying BGP updates.
Each router has a router key pair consisting of a private key and a corresponding public key.
The private key is kept confidential and is used for signing route updates.
The public key is distributed to other routers for verification.
Expiration Time:
Unlike regular BGP updates, BGPsec does not assign an expiration time (TTL) to route advertisements.
The absence of an expiration time ensures that the signed AS path remains valid until explicitly withdrawn.
In summary, BGPsec enhances BGP security by securing the AS path using digital signatures and private keys. It does not rely on
IPsec tunnels for security1.
Reference:
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Services.
Cisco. (2021). Implementing and Operating Cisco Service Provider Network Core Technologies (SPCOR) v1.1. Cisco Learning
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NEW QUESTION # 390 
Drag and drop the technologies from the left onto the correct definitions on the right.

Answer:

Explanation:

NEW QUESTION # 391
......
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