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With the advent of knowledge times, we all need some professional certificates such as Fortinet FCP_FGT AD-7.6 to prove

ourselves in different working or learning condition. So making right decision of choosing useful practice materials is of vital
importance. Here we would like to ntroduce our Fortinet FCP_FGT AD-7.6 practice materials for you with our heartfelt sincerity.

Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q94-Q99):

NEW QUESTION # 94
Refer to the exhibit, which contains a RADIUS server configuration.
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New RADIUS Server

MName FortiAuthenticator-RADIUS
Authentication method Detault

MASIP

Include in every user group

Primary Server
IP/Name 10.0.13.130
Secret
Test Connectivity
Test User Credentials
F::RATINET
An admmistrator added a configuration for a new RADIUS server. While configuring, the administrator enabled Include in every
user group.
What is the impact of enabling Include in every user group in a RADIUS configuration?

¢ A This option places the RADIUS server, and all users who can authenticate against that server, into every FortiGate user
group.

¢ B. This option places the RADIUS server, and all users who can authenticate against that server, into every RADIUS group.

e C. This option places all users into every RADIUS user group, including groups that are used for the LDAP server on
FortiGate.

e D. This option places all FortiGate users and groups required to authenticate nto the RADIUS server, which, in this case, is
FortiAuthenticator.

Answer: A

NEW QUESTION # 95
An admmnistrator suspects that the Collector Agent is not forwarding login events to FortiGate.
What is the most effective troubleshooting step?

A. Verify if DC agent is enabled on the FortiGate.

B. Check if TCP port 8000 is open between the collector agent and FortiGate.
C. Verify if FortiGate is set to use LDAP authentication instead of FSSO.

D. Restart the domain controller to refiesh authentication services.

Answer: B

Explanation:
The Collector Agent communicates with FortiGate over TCP port 8000. Ensuring this port is open and reachable is essential for
forwarding login events.

NEW QUESTION # 96

An administrator wanted to configure an IPS sensor to block traffic that triggers a signature set number of times during a specific
time period.

How can the admnistrator achieve the objective?

A. Use IPS group signatures, set rate-mode 60.

B. Use IPS filter, rate-mode periodical option.

C. Use IPS packet logging option with periodical filter option.
D. Use IPS filter, rate-mode periodical option.

Answer: D
Explanation:

The IPS filter with the rate-mode set to "periodical” allows the administrator to block traffic that triggers a signature a specified
number of times within a defined time period, meeting the requirement.

NEW QUESTION # 97



Refer to the exhibits.
SSL-VPN settings

SSL-VPN Settings

Connection Settings @

Enable SSL-VPN O
Listen on Interface(s) ®= port1 x
+
Listen on Port 11443
o Web mode access will be listening at
https://10.200.1,1:11443

Server Certificate ¥¥ Fortinet_Factory -
S TR

Restrict Access PAVETS =S I ED I Sl Limit access tO specific hosts

Idle Logout O

Inactive For 300 Seconds

Require Client Certificate

Tunnel Mode Client Settings @

Address Range LG EIEETA RO EN G IES S Specify custom IP ranges
Tunnel users will receive IPs in the range of 10.212.134.200 -
10.212.134.210

DNS Server Saine as client system DNS JSC2e14Y

Specify WINS Servers (B

Web Mode Settings

(aoguge ©

Authentication/Portal Mapping ©@

[ 4+ Create New | # Edit  © Delete i Send SSL-VPN Configuration
Users/Groups = Portal =

§8 SSLVPN-Users tunnel-access

All Other Users/Groups full-access




VPN connection status

Connection status

Connection: VPN

I = S2T | N E Thttps://10.200.1.1;1443/
Status: Connecting,,!
Duration: —

Bytes received:.0

Bytes sent: 0

Stop

The SSL VPN connection fails when a user attempts to connect to it.
‘What should the user do to successfully connect to the SSL VPN?

¢ A. Change the idle-timeout.

e B. Change the SSL VPN portal to the tunnel.
e C. Change the SSL VPN port on the client.
e D. Change the server [P address.

Answer: C

Explanation:

In the FortiGate SSL-VPN settings, the VPN is configured to listen on port 11443, as shown in the

"Listen on Port" field. However, the VPN client is attempting to connect to https://10.200.1.1:443/, which uses the default HTTPS
port (443) instead of the configured port.

To successfully connect, the user must change the SSL VPN port on the client to 11443 so that it matches the listening port defined
on the FortiGate device.

NEW QUESTION # 98

Refer to the exhibits. You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits.
You cannot access any of the Google applications, but you are able to access www.fortinet.com

Which two actions would you take to resolve the issue? (Choose two.)



Application sensor

Edit Application Sensor
Categories
§ Mixed -~ All Categories

&
L]

@ - Collaboration (266, & 13)

Cloud/1T (72, O 12)

2« Mobile (3) @~ Network Service (338)
perationsl Technolon ©- P2R(53)
© - Proxy(189) @ < Remote Access (96)
©® - Social Media (113, & 29) ©.» Storage/Backup (150, O 20)
© - Update (48) ©® - Video/Audio (148, &5 17)
D« VolP(23) © « Web Client (24)
® - Unknown Applications
(3 Network Protocol Enforcement
Application and Filter Overrides
[ -CreateNew] F Edit
Priority Details Type Action
1 2N Excessive-Bandwidth  Filter  © Block
2 K20 Google Filter @ Monitor




Firewall policy

Edit Policy

Firewall/Network Options

Inspection mode Flow-based

NAT
X ATINET
IP pool configuration Use Dynamic IP Pool

Preserve source port (B

Protocol options default v

Security Profiles

AntiVing
Web filter
Video filter
DNS filter
m default -

Application control

IPS

¢ 08 9 0 @F

File filter

SSL inspection ] certificate-inspection -

¢ A. Move up Google in the Application and Filter Overrides section to set its priority to 1.
¢ B. Add *Google*.comto the URL category in the security profile.

e C. Set the action for Google in the Application and Filter Overrides section to Allow.

e D. Change the Inspection mode to Flow-based.

¢ E. Set SSL inspection to deep-content inspection.

Answer: ALE

Explanation:

Move up Google in the Application and Filter Overrides section to set its priority to 1.

The "Excessive-Bandwidth" filter has a higher priority (1) and is configured to Block. Because Google applications generate
significant bandwidth, they match this rule first and get blocked.

Moving the "Google" filter to priority 1 ensures that the monitor action for Google is applied before the block rule.

Set SSL nspection to deep-content inspection.

Google applications use HTTPS encryption, so the FortiGate cannot identify or control them unless SSL traffic is decrypted.
Changing from certificate-inspection (which only inspects certificates) to deep-inspection allows FortiGate to fully analyze encrypted
application traffic and properly apply the Application Control rules.

NEW QUESTION # 99
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