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Cyber AB CMMC-CCP Exam Syllabus Topics:

Topic Details

Topic 1

CMMC Assessment Process (CAP): This section of the exam measures the planning and execution skills
of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.
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Topic 2

Scoping: This section of the exam measures the analytical skills of cybersecurity practitioners, highlighting
their ability to properly define assessment scope. Candidates must demonstrate knowledge of identifying
and classifying Controlled Unclassified Information (CUI) assets, recognizing the difference between in-
scope, out-of-scope, and specialized assets, and applying logical and physical separation techniques to
determine accurate scoping for assessments

Topic 3

CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem.
Candidates must understand the functions of entities such as the Department of Defense, CMMC-AB,
Organizations Seeking Certification, Registered Practitioners, and Certified CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

Topic 4

CMMC Governance and Source Documents: This section of the exam measures the capabilities of legal or
compliance advisors, covering key regulatory frameworks that govern cybersecurity compliance. Topics
include Federal Contract Information, Controlled Unclassified Information, the role of NIST SP 800-171,
DFARS, FAR, and the structure and requirements of CMMC v2.0, including self-assessments and
certification levels.

Topic 5

CMMC-AB Code of Professional Conduct (Ethics): This section of the exam measures the integrity of
cybersecurity professionals by evaluating their understanding of the CMMC-AB Code of Professional
Conduct. It emphasizes ethical responsibilities, including confidentiality, objectivity, professionalism,
conflict-of-interest avoidance, and respect for intellectual property, ensuring candidates can uphold ethical
standards throughout their CMMC-related duties.
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Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q33-Q38):
NEW QUESTION # 33 
A C3PAO is conducting High Level Scoping for an OSC that requested an assessment Which term describes the people,
processes, and technology that will be applied to the contract who are requesting a CMMC Level assessment?

A. Branch Office
B. Coordinating Unit
C. Host Unit
D. Supporting Organization/Units

Answer: C

Explanation:
Understanding High-Level Scoping in a CMMC AssessmentDuringHigh-Level Scoping, aCertified Third- Party Assessment
Organization (C3PAO)determines thepeople, processes, and technologythat are within scope for theCMMC Level 1 or Level 2
assessment.
Supporting Organization/Unitsrefer to thespecific groups, departments, or teamsthat handleControlled Unclassified Information
(CUI)orFederal Contract Information (FCI)and are responsible for applyingCMMC security practices.
These units aredirectly involved in the contract's executionand are included in the CMMC assessment scope.
Key Term: Supporting Organization/Units
A). Host Unit # Incorrect
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This term is not used inCMMC assessment scoping.
B). Branch Office # Incorrect
Abranch officemay or may not be in scope; scoping is based onwhether the unit handles CUI or FCI, not its physical location.
C). Coordinating Unit # Incorrect
No official CMMC term refers to a "Coordinating Unit."
D). Supporting Organization/Units # Correct
This termcorrectly describes the entities that apply security controls for the contract and are within the CMMC assessment scope.
Why is the Correct Answer "D. Supporting Organization/Units"?
CMMC Scoping Guidance for Level 1 & Level 2 Assessments
DefinesSupporting Organization/Unitsasin-scope entities responsible for implementing cybersecurity controls.
CMMC Assessment Process (CAP) Document
Specifies that theC3PAO must identify and document the units responsible for security compliance.
DoD CMMC 2.0 Guidance on Scoping
Requires theassessment team to define the people, processes, and technology that fall within the scopeof the assessment.
CMMC 2.0 References Supporting This Answer.

NEW QUESTION # 34 
While developing an assessment plan for an OSC. it is discovered that the certified assessor will be interviewing a former college
roommate. What is the MOST correct action to take?

A. Inform the OSC and the C3PAO of the possible conflict of interest, and start the entire process over without the conflicted
team member.
B. Inform the OSC and the C3PAO of the possible conflict of interest, document the conflict and mitigation actions in the
assessment plan, and if the mitigation actions are acceptable, continue with the assessment.
C. Inform the OSC and the C3PAO of the possible conflict of interest but since it has been an acceptable amount of time
since college, no conflict of interest exists, and continue as planned.
D. Do not inform the OSC and the C3PAO of the possible conflict of interest, and continue as planned.

Answer: B

Explanation:
TheCybersecurity Maturity Model Certification (CMMC) Assessment Process (CAP)outlines strict guidelines regardingconflicts of
interest (COI)to ensure the integrity and impartiality of assessments conducted byCertified Third-Party Assessment Organizations
(C3PAOs)andCertified Assessors (CAs).
The scenario presented involves apotential conflict of interestdue to a prior relationship (former college roommate) between
thecertified assessorand an individual at theOrganization Seeking Certification (OSC)
. While this prior relationship does not automatically disqualify the assessor, it must bedisclosed, documented, and mitigated
appropriately.
* Inform the OSC and C3PAO of the Potential Conflict of Interest
* TheCMMC Code of Professional Conduct (CoPC)requires assessors to disclose any potential conflicts of interest.
* Transparency ensures that all parties, including theOSC and C3PAO, are aware of the situation.
* Document the Conflict and Mitigation Actions in the Assessment Plan
* PerCMMC CAP documentation, potential conflicts should be assessed based on their material impact on the objectivity of the
assessment.
* The conflict and proposed mitigation strategies must beformally recorded in the assessment planto provide an audit trail.
* Determine If the Mitigation Actions Are Acceptable
* If theOSC and C3PAOdetermine that the mitigation actions adequatelyeliminate or reduce the risk of bias, the assessment may
proceed.
* Common mitigation strategies include:
* Assigning another assessor forinterviews with the conflicted individual.
* Ensuring thatdecisions regarding the OSC's compliance are reviewed independently.
* Proceed with the Assessment If Mitigation Is Acceptable
* If the mitigation actions sufficiently address the conflict, the assessment may continue under strict adherence to documented
procedures.
CMMC Conflict of Interest Handling Process
* A. Do not inform the OSC and the C3PAO of the possible conflict of interest, and continue as planned.#Incorrect. This violates
CMMC's integrity requirements and could result indisciplinary actions against the assessor or invalidation of the assessment.
Transparency is mandatory.
* B. Inform the OSC and the C3PAO of the possible conflict of interest, and start the entire process over without the conflicted
team member.#Incorrect. The CAP doesnotmandate immediate reassignment unless the conflict isunresolvable. Instead, mitigation



strategies should be considered first.
* C. Inform the OSC and the C3PAO of the possible conflict of interest but since it has been an acceptable amount of time since
college, no conflict of interest exists, and continue as planned.
#Incorrect.The passage of time alone does not automatically eliminate a conflict of interest. Proper documentation and mitigation are
still required.
Why the Other Answers Are Incorrect
* CMMC Assessment Process (CAP) Document- Defines COI requirements and mitigation actions.
* CMMC Code of Professional Conduct (CoPC)- Outlines ethical responsibilities of assessors.
* CMMC Accreditation Body (Cyber-AB) Guidance- Provides rules on conflict resolution.
CMMC Official ReferencesThus,option D is the most correct choice, as it aligns with the official CMMC conflict of interest
procedures.

NEW QUESTION # 35 
An Assessment Team is reviewing a practice that is documented and being checked monthly. When reviewing the logs, the practice
is only being completed quarterly. During the interviews, the team members say they perform the practice monthly but only document
quarterly. Is this sufficient to pass the practice?

A. Yes. the interview process is enough to pass a practice.
B. No, the work is not being done as stated.
C. Yes, the practice is being done as documented.
D. No, all three assessment methods must be met to pass.

Answer: D

Explanation:
Understanding CMMC Assessment Requirements
* CMMC assessments usethree assessment methodsto verify compliance with security practices:
* Examine- Reviewing documentation, policies, logs, or records.
* Interview- Speaking with personnel to confirm understanding and execution.
* Test- Verifying through technical or operational means that the practice is being performed.
Assessment Findings in the Given Scenario
* Practice is documented as occurring monthly, but logs show quarterly execution.
* Interviews indicate monthly execution, but documentation does not support this claim.
Why the Organization Fails the Practice
* Answer A (Incorrect): The work is being performed, but documentation is lacking, so the failure is not purely due to missing
execution.
* Answer B (Incorrect): The documented frequency does not match the evidence in logs, so the practice is not being done asfully
documented.
* Answer C (Correct):CMMC requires all three assessment methods (Examine, Interview, Test) to align. Since logs contradict the
stated frequency, the practicefailscompliance.
* Answer D (Incorrect): Interview responses alone are not enough. The CMMCCAP GuideandNIST SP 800-171Arequire
corroboration with logs (Examine) and technical verification (Test).
Conclusion
* The correct answer isC: To pass a practice, the organization mustprovide evidence across all three assessment methods.
:
CMMC Assessment Process (CAP) Guide- Cyber AB
NIST SP 800-171A- Assessing Security Requirements for CUI
DoD CMMC 2.0 Scoping and Assessment Guide

NEW QUESTION # 36 
A Lead Assessor is presenting an assessment kickoff and opening briefing. What topic MUST be included?

A. Examination of the artifacts for sufficiency
B. Review of the OSC's SSP
C. Gathering evidence
D. Overview of the assessment process

Answer: D



Explanation:
What is Required in the CMMC Assessment Kickoff and Opening Briefing?Before starting aCMMC assessment, theLead
Assessormust present anopening briefingto ensure that theOrganization Seeking Certification (OSC)understands the assessment
process.
Step-by-Step Breakdown:#1. Overview of the Assessment Process
* The Lead Assessormust explain the CMMC assessment methodology, including:
* Theassessment objectives and scope
* How theassessment team will review security controls
* What to expectduring interviews, testing, and document review
* This ensurestransparency and alignmentbetween the assessors and the OSC.
#2. Why the Other Answer Choices Are Incorrect:
* (A) Gathering Evidence#
* Evidence collection is part of the assessment butnot the primary topic of the opening briefing.
* (B) Review of the OSC's SSP#
* While theSSP is a key document, reviewing it is part of the assessment,not the kickoff briefing.
* (D) Examination of the artifacts for sufficiency#
* Artifact review happens laterin the assessment process,not during the kickoff.
* TheCMMC Assessment Process Guidestates that theopening briefing must include an overview of the assessment process,
ensuring the OSC understands the expectations and methodology.
Final Validation from CMMC Documentation:Thus, the correct answer is:
#C. Overview of the assessment process.

NEW QUESTION # 37 
In CMMC High-Level scoping, which definition BEST describes an HQ organization?

A. The unit to which a CMMC Level is applied for each contract
B. The entity that carries out the tasks under a contract
C. The teams, services, and technologies that provide support to a Host Unit
D. The entity legally responsible for the delivery of products or services under a contract

Answer: D

Explanation:
In CMMC scoping terminology, an HQ Organization is the entity legally responsible for contract performance and delivery of
products or services.
Supporting Extracts from Official Content:
* CMMC Scoping Guide: "HQ Organization is the legal entity responsible for the performance and delivery of contract
requirements." Why Option D is Correct:
* The HQ Org is legally accountable, while Host Units (option A/B) are subordinate entities.
* Option C refers to shared services, not the HQ.
References (Official CMMC v2.0 Content):
* CMMC Scoping Guide, High-Level Scoping Definitions.
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