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HM #18
Which two types of logs must be forwarded to Strata Logging Service for loT Security to fimction?
(Choose two.)

o A Threat
¢ B. URL Filtering
e C. WildFire
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e D. Enhanced application
Eﬂ: A\ D

R -

For IoT Security toaccurately classify and monitorloT devices, the following logs must be forwarded to Strata Logging Service:
Enhanced application logs- provide detailed application usage and behaviors, essential for profiling device types and roles.
"Enhanced Application logs provide additional context on IoT device behavior and usage patterns, and must be forwarded to Strata
Logging Service for [oT Security to build accurate Device-1D profiles." (Source: IoT Security Logging Requirements) Threat logs-
essential for detecting suspicious or malicious activities by [oT devices.

"Threat logs are critical for identifying potential exploits or suspicious activities involving [oT devices and are required for accurate
threat visibility within [oT Security." (Source: IoT Security Logs) These logs collectively ensure accurate device classification and
real-time threat visibility.

HMA#19
What is a necessary step for creation of a custom Prisma Access report on Strata Cloud Manager (SCM)?

A. Generate a PDF summary report.
B. Open a support ticket.

C. Set up Cloud Identity Engine.
D. Configure a dashboard.

Ef: D

R :

To create custom Prisma Access reports withinSCM, you first configure adashboardthat aggregates the relevant logs and analytics.
This allows you to define the data points you want to include.

"Dashboards in SCM can be customized to include Prisma Access data sources, enabling you to create and generate reports that
meet specific business and security requirements." (Source: SCM Dashboards and Reporting) Once configured, you can export the
dashboard as acustom report.

"Use the dashboard's data visualization to create custom reports for Prisma Access, which can be exported as PDFs for
distribution." (Source: SCM Report Customization)

B #20
What are two recommendations to ensure secure and efficient connectivity across multiple locations in a distributed enterprise

network? (Choose two.)

A. Employ centralized management and consistent policy enforcement across all locations.

B. Use Prisma Access to provide secure remote access for branch users.

C. Inplement a flat network design for simplified network management and reduced overhead.
D. Create broad VPN policies for contractors working at branch locations.

IEf#: A. B
fe e«

Prisma Access for secure remote access

"Prisma Access extends consistent security and optimized connectivity to branch locations, enabling secure access for mobile and
branch users." (Source: Prisma Access Overview) Centralized management for consistent policy enforcement

"Centralized management using Strata Cloud Manager or Panorama ensures security policies and updates are uniformly applied
across distributed locations, preventing policy drift and security gaps." (Source: Strata Cloud Manager Best Practices) These two
practices are foundational for modern, distributed enterprise networks to maintain security posture and performance.

B #21
How do Cloud NGFW instances get created when using AWS centralized deployments?

e A They replace the internet gateway service.
e B. Selected VPCs will have Cloud NGFW workloads added to them.
e C. A security VPC will be created as transit gateways to push all traffic through the area.



¢ D. Cloud NGFW is placed ina VWAN with a virtual hub.
Ef&E: B

RN -

‘When usingAWS centralized deploymentsfor Cloud NGFW, the service deploys NGFW instances into selected VPCsas additional
workloads to secure that traffic.

"In centralized deployments, Cloud NGFW instances are deployed as security appliances within the selected VPCs, ensuring
consistent traffic inspection and protection." (Source: Cloud NGFW Deployment Models) This approach mnimizes complexity and
ensures direct security policy enforcement within AWS.

H #22
Which feature of SaaS Security will allow a firewall administrator to identify unknown SaaS applications in an environment?

A. App-ID
B. App-ID Cloud Engine

C. Cloud Identity Engine
D. SaaS Data Security

Ef#: B

R -

App-ID Cloud Engine (ACE)in SaaS Security uses cloud-based signatures to detectunknownand unsanctioned SaaS applicationsin
the environment.

"App-ID Cloud Engine (ACE) uses real-time cloud intelligence to identify SaaS applications, including previously unknown or newly
ntroduced applications." (Source: ACE for SaaS Visibility) This feature is key for comprehensive SaaS visibility beyond static
signatures.
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