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Questions (Q168-Q173):

NEW QUESTION # 168
Jason has set a firewall policy that allows only a specific list of network services and denies everything else. This strategy is known as
a

A. Default access
B. Default allow
C. Default deny
D. Default accept

Answer: C

NEW QUESTION # 169
Andrew would like to configure IPsec in a manner that provides confidentiality for the content of packets.
‘What component of IPsec provides this capability?

A.IKE

B. ESP

C. AH

D. ISAKMP

Answer: B

Explanation:

The Encapsulating Security Payload (ESP) component of TPsec is designed to provide confidentiality for the content of packets.
ESP encrypts the data payload of [P packets to ensure that the information being transmitted remains confidential and cannot be
accessed or intercepted by unauthorized parties. This encryption is crucial for protecting sensitive data as it travels across insecure
networks, such as the internet.

References: The role of ESP in providing confidentiality within the IPsec protocol is well-documented and aligns with the security
objectives of IPsec to protect IP traffic through encryption and other security measures1234.

NEW QUESTION # 170
Identify the network topology where each computer acts as a repeater and the data passes from one computer to the other in a
single direction until it reaches the destination.

A. Star
B. Ring
C. Bus
D. Mesh

Answer: B

NEW QUESTION # 171
How is the chip-level security of an loT device achieved?

A. Keeping the device on a that network
B. Encrypting JTAC interface

C. Closing insecure network services

D. Changing the password of the router

Answer: C

Explanation:

Chip-level security for IoT devices is achieved by implementing security measures directly into the hardware, such as secure boot,
secure firmware updates, and device authentication. This involves storing cryptographic keys in a tamper-resistant environment
within the chip, ensuring that sensitive information remains secure even in the event of physical attacks on the device. Closing
insecure network services is part of a broader security strategy that includes chip-level measures to protect against cyberattacks. It's



important to note that while changing passwords and encrypting interfaces are also security measures, they do not pertain specifically
to chip-level security.

NEW QUESTION # 172
Harry has sued the company claiming they made his personal information public on a social networking site in the United States. The
company denies the allegations and consulted a/an

for legal advice to defend them against this allegation.

A. PR Specialist

B. Attorney

C. Incident Handler
D. Evidence Manager

Answer: B

Explanation:

In the context of legal proceedings, especially when facing allegations of making personal information public, a company would seek
the expertise of an attorney. An attorney is qualified to provide legal advice, represent the company in court, and help navigate the
complexities of the law regarding data protection and privacy. They would also assist in formulating a defense strategy and ensure
that the company's rights are protected throughout the legal process.

NEW QUESTION # 173
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