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Microsoft MS-102 Exam Overview:

Certification Vendor:
Exam Name:
Exam Number:

Certificate Validity Period:

Exam Price:

Related Certifications:

Exam Duration:
Real Exam Qty:
Exam Format:

Available Languages:

Passing Score:

Recommended Training:

Exam Regjstration:

Sample Questions:
Exam Way:

Pre Condition:
Official Syllabus URL:

Microsoft

Microsoft 365 Administrator

MS-102

1 year (renewable via Microsoft certification renewal assessment)

USD 165 (varies by country/region)

Microsoft 365 Certified: Fundamentals (MS-900)

Microsoft 365 Certified: Messaging Administrator Associate (legacy MS-203 content overlap)
Microsoft 365 Certified: Teams Administrator Associate (legacy MS-700 content overlap)
MS-100 (legacy)

MS-101 (legacy)

120 minutes

40-60 (varies)

Multiple choice, Multiple response, Case studies, Drag and drop, Best answer

English, Japanese, Chinese (Simplified), Korean, German, French, Spanish, Portuguese (Brazil),
Italian

700 (on a 1000-point scale)

Microsoft Learn MS-102 Learning Path
Microsoft Learn (Identity and Access)

Pearson VUE Microsoft Exams
Official Microsoft Certification Exam Registration

Microsoft MS-102 Sample Questions
Online proctored or onsite at authorized Pearson VUE test centers

Recommended: experience administering Microsoft 365 services. Microsoft 365 Fundamentals
(MS-900) is helpful but not required.
https/learn.microsoft.conven-us/credentials/certifications/exams/ms- 102/

>>MS-102352 Bkl <<
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You have a Microsoft 365 subscription.
You have the retention policies shown in the following table.

Name | Location |. Retain items Start the At the end of the
for &.pecific | retention period retention period
period based on
Policy1 | SharePoint | 1 years When items were | Delete items automatically
sites Created
Policy2 | SharePoint | 2 years When items were | Do nothing
sites last modified

Both policies are applied to a Microsoft SharePoint site named Sitel that contains a file named File1.docx.
Filel.docx was created on January 1, 2022 and last modified on January 31,2022. The file was NOT modified again.
When will File1.docx be deleted automatically?

Ef#:
R«

A. January 1,2024
B. January 31, 2023
C. never

D. January 1,2023
E. January 31, 2024

E

Retention wins over deletion.


https://www.xhs1991.com/MS-102.html

Note:

Explanation for the four different principles:

1. Retention wins over deletion. Content won't be permanently deleted when it also has retention settings to retain it. While this
principle ensures that content is preserved for compliance reasons, the delete process can still be mitiated (user-initiated or system-
nitiated) and consequently, might remove the content from users' main view. However, permanent deletion is suspended.

2. Ftc.

Reference:

https//learn.microsoft.comyen-us/microsoft-365/compliance/retention

M #3061
You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains the users shown in the following
table.

Name | Microsoft Store for Business role | Azure Active Directory (Azure AD) role

User1 | Purchaser Billingadministrator

User2 | Admin Global administrator

User3 | Basic Purchaser None

Userd4 | Basic Purchaser, Deﬁﬁ%’ﬁi’g’ﬁg@ "Global reader

All users have Windows 10 Enterprise devices.
The Products & services settings in Microsoft Store for Business are shown in the following exhibit.

Microsoft Remote Desktop
Free + Online « Product Details

Licenses Billing Settings & Actions

Unlimited licenses  €0.00 ey 1o

0 used

OEsavallable on delas page

I e

Free + Online s ProductDetails

Licenses Billing Setftings & Actions

Unlimited licenses  €0.00 fecans 1o

0 used

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

User2 can install the Microsoft Remote Desktop app from the private store.
User1 can install the Microsoft Remote Desktop app from Microsoft Store for Business. O
User4 can manage the Microsoft Remote Desktop app from the private store. O O

EfE:
fER:



Statements Yes

Jser2 can install the Microsoft Remote Desktop app from the private store. O

=
Jser1 can install the Microsoft Remote Desktop app from Microsoft Store for Business. | OJ

User4 can manage the Microsoft Remote Desktop app from the private sfore. - O
Explanation:
Text Description automatically generated

Statements Yes
User2 can install the Microsoft Remote Desktop app fromthe private store. O

User1 can install the Microsoft Remote Desklop app irom Microsoft Store for Business. O
AT

User4 can manage the Microsof! rxermte Desktop app from the private store. O

Reference:

https:/docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store- for-business
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HOTSPOT

You have a Microsoft 365 ES subscription.

You need to meet the following requirements:

Automatically encrypt documents stored in Microsoft OneDrive and SharePoint.

Enable co-authoring for Microsoft Office documents encrypted by using a sensitivity label.

Which two settings should you use in the Microsoft Purview compliance portal? To answer, select the appropriate settings in the

answer area.
NOTE: Each correct selection is worth one point.

O

,_
|



i
Rt

Mrosoft

(R Cotalog

B Audit

£ Content search

(& Communication compliance

(& Data loss prevention

8 eDiscovery

=,

(A Information barriers

B Insider risk management

BMW

B  Priva Privacy Risk Managem...

E2 Priva Subject Rights Requests

& Settings




Explanation:

| Cotlog

=

|f° Content search

|
|
|
| B Communication comphance {

||3 Data loss prevention
[t oOscovery oo ()L v |




Answer Arca

|

Catalog

Audit

Content search

A% 0| a|o|lw||S8
§

?
Iy

(& Information barriers v ;
A Insider risk management --
E% Records management

B Priva Privacy Risk Managem... Vv

£}

Priva Subject Rights Requests

@ Settings

Box 1: Information protection

Automatically encrypt documents stored in Microsoft OneDrive and SharePoint.

How to integrate Microsoft Purview Information Protection with Defender for Cloud Apps Enable Microsoft Purview Information
Protection All you have to do to ntegrate Microsoft Purview Information Protection with Defender for Cloud Apps is select a single
checkbox. By enabling automatic scan, you enable searching for sensitivity labels from Microsoft Purview Information Protection on
your Office 365 files without the need to create a policy. After you enable it, if you have files in your cloud environment that are
labeled with sensitivity labels from Microsoft Purview Information Protection, you' Il see them in Defender for Cloud Apps.

To enable Defender for Cloud Apps to scan files with content inspection enabled for sensitivity labels:

In the Microsoft Defender XDR portal, select Settings. Then choose Cloud Apps. Then go to Information Protection - > Microsoft
Information Protection.

Note: Encryption of data at rest

Encryption at rest includes two components: BitLocker disk-level encryption and per-file encryption of customer content.
BitLocker is deployed for OneDrive for Business and SharePoint Online across the service. Per-file encryption is also in OneDrive
for Business and SharePomnt Online in Microsoft 365 muilti-tenant and new dedicated environments that are built on multi-tenant
technology.

Box 2: Settings

Enable co-authoring for Microsoft Office documents encrypted by using a sensitivity label.

1. Sign in to the Microsoft Purview compliance portal as a global admin for your tenant.

2. From the navigation pane, select Settings > Co-authoring for files with sensitivity files.




3. On the Co-authoring for files with sensitivity labels page, read the summary description, prerequisites, and what to expect.
4. Then select Turn on co-authoring for files with sensitivity labels, and Apply.

5. Wait 24 hours for this setting to replicate across your environment before you use this new feature for co- authoring.
Reference:

httpsz/leam.microsoft.conven-us/defender-cloud-apps/azip-ntegration
httpsz/lear.microsoft.com/en-us/microsoft-365/compliance/sensitivity- labels-coauthoring

M #363
You have a Microsoft 365 ES subscription that contains the users shown in the following table.
Name : e
Admin1 | Global Adminishator
| AdminZ | Security Adiginistrator |

Admind | Secynty Bferaton
Admind | Seeyfty Reader

Admins Qﬁbhcman Administrator
You ate implementing Microsoft Defender for Endpoint

Youneed to enable role-based access control (RBAQ to restrict access to the Microsoft 365 Defender portal

Which users can enable RBAC, and winch users will no longer have access to the Microsoft 365 Defender portal after RBAC is
enabled? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point.

Usars that can enable RBAC | Admaent and Adming only
Adrming onk
Fdrmi] Bnd Admn? onby
Agonin 1, Admin, and AdmnS only
Admin, AdminZ, Admin3, and Adman5 only

Uérs. st wdll o lamgerhaiie aCcess 1o the

MiGiofefl 265 Defender portat [ Admind, Acmind, and Adman’ only |
Adirin’ only
Admind and Admand only
Admnd and Adman’5 only

: ) )
! | Mlcrosoft

fEEL:
Answer Area
Users that can enable RBAC: [Admm and Admin2 only ,']
Admin? only
Admin1 and Admin2 only
AARnd AdminZ, and Adimin5 only
Agmin T, Admin2, Admin3, and Admin5 only
Usessythat Wil no lengerhae access to the
Microsoft 365 Defender portal: | Admin3, Admind, and AdminS only K|
Admin5 only )
. Admin3 and Admind only
Mlcr ahd Admin5 onl
Admund, F.dmind, and Admin5 only
Explanation:
AnSwWer Arca
Users that can enable REAC:  Admin1 and Admin2 only b
§
Users that will no longer Rave access to the
I . Microsoft 205 Defender portal: | Admin3, Admind, and Admin5 only »
Migrasoft
H I #364

You have a Microsoft 365 ES subscription and an Azire AD tenant named contoso.com

All users have computers that run Windows 11, are joined to contoso.com, and are protected by using BitLocker Drive Encryption
(BitLocker).

You plan to create a user named Adminl that will perform following tasks:



* View BitLocker recovery keys.

* Configure the usage location for the users in contoso.com.

You need to assign roles to Adminl to meet the requirements. The solution must use the principle of least privilege. Which two roles
should you assign? To answer, select the appropriate roles in the answer area.

NOTE: Each correct selection is worth one point

Answer Area Microsoft

Devices

D Cloud Device Administrator ()

D Desktop Analytics Administrator ()

[] Intune Administrator (J)

[ ] Printer Administrator ()

[ ] Printer Technician (j)

[ ] Windows 365 Administrator (i)

Global

[ ] Global Administrator ()

Identity

[ ] Application Administrator (i)

[ ] Application Developer (i)

Authentication Administrator ()

Cloud Application Administrator ()

Conditional Access Administrator f“\

Domain Name Administrator (| )

—.

External Identity Provider Administrator ()

Guest Inviter ()

Helpdesk Administrator (i)

Hybrid Identity Administrator (i)

L - R NS JU T I R e ¥

J010) (O3] D) &) (O (D) 10 |



| | LILETISE AUNTInsudaton « | )

[ ] Password Administrator (i)

Answer Area

Devices

[ ] Cloud Device Administrator (i)

[] Desktop Analytics Administrator ()

[ ] Intune Administrator ()

[ ] Printer Administrator ()

[ ] Printer Technician ()

[ ] Windows 365 Administrator (1)
Microsof},.

[ ] Global Administrator ()

Identity

|:| Application Administrator @;

[ ] Application Developer (1)

[ ] Authentication Administrator ()

[ ] Cloud Application Administrator ()

[ ] Conditional Access Administrator (i)

[ ] Domain Name Administrator ()

E] External Identity Provider Administrator ()

[ ] GuestInviter (i)

'[7] Helpdesk Administrator ()




[ ] Hybrid Identity Administrator ()

[ ] License Administrator (7 )

= = = = = = = = = = = = = = = = =

[ ] Password Administrator (1)

Explanation:

Answer Area

B®Microsoft

Devices

[ ] Cloud Device Administrator (O

| | Desktop Analytics Administrator ©

| Intune Administrator O

Printer Administrator ()

O[O

Printer Technician (O

Windows 365)dministrator (0

Global

: Global Administrator O J

| Application Administrator (O

[] Application Developer ©

Authentication Administrator &

Cloud Application Administrator ©

Conditional Access Administrator O

[ ] pomain Name Administrator © ]

External identity Provider Administrator O

Guest Inviter O

| | Helpdesk Administrator (O q

Hybrid Identity Administrator ©

] License Administrator (O q

Password Administrator ()

B #365
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