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HR #23
Which governance function is ultimately responsible for approving AML/CFT policies?

A. Board of Directors

B. Compliance officer

C. MLRO

D. Chief Executive Officer

EfE: A

R -
The Board holds ultimate responsibility for policy approval under DFSA and FSRA AML rules, ensuring senior-level oversight.

HA #24
How should an investigator use transaction history to determine whether cryptoassets were previously involved in money laundering?

e A Assess the identity of the cryptoasset owner.

® B. Assess the cryptoasset addresses' receiving exposure to illicit activity.
o C. Assess other assets held by the cryptoasset owner.

e D. Assess the jurisdiction where the transactions took place.

Ef#: B

A :

In the context of AML/CFT frameworks for cryptoassets, the mvestigation of transaction histories mvolves blockchain analysis tools
to trace the flow of funds to and from crypto addresses. Specifically, it is essential to assess whether the addresses mvolved have
had prior exposure to illicit activities such as known darknet marketplaces, ransomware payments, or sanctioned entities. This form
of "address screening” helps identify potentially tainted cryptoassets.

The DFSA AML Module and associated guidance emphasize that transaction monitoring for cryptoassets requires analyzing the
provenance of funds, not just ownership. While identifying the owner is part of customer due diligence (CDD), the transactional
exposure itself reveals laundering risks embedded in the chain of transfers.

Extract from DFSA AML Module and COB Module on Crypto Business Rules:

"Transaction monitoring systems must include blockchain analysis to detect suspicious activity related to crypto tokens, including



tracing transactions against known illicit sources."

"Enhanced due diligence (EDD) is required when a cryptoasset transaction involves addresses or wallets with a history of illicit
activity."

"Risk-based approaches must integrate forensic review of transaction histories to assess financial crime risks in crypto asset
transfers”" [ AML/VER25/05-24: Sections 6.3, 7.3, 13.3; COB/VER45/05-24: Sections 6.13, 15] .

Therefore, assessing the receiving exposure of cryptoasset addresses to illicit activity (Option C) is the most direct and effective
method to detect laundering,

HM #25
‘Which blockchain analysis red flag is linked to terrorism financing?

A. Smart contract creation

B. Large OTC trades

C. Microtransactions to donation addresses
D. Proof-of-Stake staking

Ef#: C
R

Small-value repeated payments to known extremist donation wallets are a terrorism financing indicator noted in FATF typology
reports.

B #26
The Financial Action Task Force recommends countries require virtual asset service providers to maintain all records of transactions
and customer due diligence measures for a minimum of:

A. 2 years
B. 5 years
C. 6 months
D. 7 years

IEf#: B

fiR .-

FATF standards specify that Virtual Asset Service Providers (VASPs) must keep records related to transactions and customer due

diligence for at least 5 years after the completion of the transaction or end of the business relationship. This retention period facilitates
effective AML investigations and regulatory reviews.

DFSA AML Module aligns with this timeframe, reinforcing that comprehensive record retention supports audit trails and compliance
verification.

W #27
Which is a primary benefit of blockchain transparency for AML compliance?

A. Real-time price tracking

B. Automatic sanctions screening

C. Ability to trace historical transactions
D. Reducing market volatility

IEf: C

AR
Blockchain's transparent ledger enables mvestigators to trace transaction histories indefinitely, aiding ML/TF detection.

HR #28
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