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490. Frage
Credit card information, medical data, and government records are all examples of:

A. Bodily Information

B. Communications Information

C. Confidential/Protected Information
D. Territorial Information

E. None

Antwort: C

491. Frage
XYZis a publicly-traded software development company.
Who is ultimately accountable to the shareholders in the event of a cybersecurity breach?

A. Chief Executive Officer (CEO)
B. Chief Financial Officer (CFO)
C. Chief Software Architect (C1O)
D. CISO

Antwort: A

Begrindung;

* CEO Accountability:

* As the highest-ranking executive, the CEO is ultimately accountable to shareholders for all organizational risks, including
cybersecurity breaches.

* This accountability stems from their responsibility for overall strategy, performance, and risk management.
* Why Not Other Options:

* A: The CFO manages financial risks, not cybersecurity accountability.

* B: The CIO oversees technology but is not directly accountable to shareholders.

* C: The CISO manages cybersecurity but reports to the CEO or equivalent.

Reference:

EC-Council on Executive Roles and Shareholder Accountability in Security Management Reference:
https//www.eccouncil.org/mformation-security-management/

492. Frage

You currently cannot provide for 24/7 coverage of your security monitoring and incident response duties and your company is
resistant to the idea of adding more full-time employees to the payroll. Which combination of solutions would help to provide the
coverage needed without the addition of more dedicated staff? (choose the best answer):

A. Deploy a SEIM solution and have current staff review incidents first thing in the morming

B. Contract with a managed security provider and have current staff on recall for incident response
C. Configure your syslog to send SMS messages to current staff when target events are triggered
D. Employ an assumption of breach protocol and defend only essential information resources
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Antwort: B

Begrindung;

* Explanation:

* Contracting with a managed security service provider (MSSP) offers 24/7 monitoring and incident detection capabilities without
adding full-time staff.

* Current staff can remain on-call for critical incident response, ensuring coverage without increasing headcount.

* Why Other Options Are Incorrect:

* A. Deploy a SEIM solution: While useful, a SEIM requires constant monitoring to be effective.

Simply reviewing incidents in the morning is insufficient.

* C. Configure syslog to send SMS messages: This approach lacks comprehensive monitoring and is reactive rather than proactive.
* D. Employ an assumption of breach protocol: This does not address the need for consistent monitoring and is not a direct solution
to coverage gaps.

* EC-Council CISO Reference:The program highlights the value of MSSPs in enhancing organizational security capabilities while
managing costs.

493. Frage

A customer of a bank has placed a dispute on a payment for a credit card account. The banking system uses digital signatures to
safeguard the integrity of their transactions. The bank claims that the system shows proof that the customer in fact made the payment.
What is this system capability commonly known as?

A. conflict resolution

B. digital rights managemment
C. non-repudiation

D. strong authentication

Antwort: C

494. Frage
When should IT security project management be outsourced?

A. On new, enterprise-wide security initiatives

B. When the benefits of outsourcing outweigh the inherent risks of outsourcing
C. When organizational resources are limited

D. On projects not forecasted in the yearly budget

Antwort: B

Begrindung;

Outsourcing Decision Factors:

Outsourcing IT security project management can introduce risks, such as loss of control or confidentiality concerns. However, it is
justified when the benefits, like cost savings, access to specialized expertise, or accelerated timelines, outweigh these risks.
Key Considerations for Outsourcing:

* Resource Constraints: Organizations may outsource when internal resources are unavailable or nsufficient (A).

* Budget and Strategy Fit: Projects outside the annual budget (D) might require outsourcing but only if risks are manageable.

* Enterprise-wide Projects (C): These may involve critical risks, so outsourcing is considered only after thorough risk-benefit
analysis.

EC-Council CISO Guidance:

The framework encourages assessing cost, risks, and security implications before outsourcing, ensuring alignment with strategic

goals.
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