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Topic 1

VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPNs to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.

Topic 2

Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

Topic 3

Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 4

Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
inspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systems (IPS) to shield the network from threats and
vulnerabilities is also assessed.

Topic 5

Routing: This section of the exam measures the skills of firewall administrators and covers the configuration
of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q70-Q75):
NEW QUESTION # 70 
Which three strategies are valid SD-WAN rule strategies for member selection? (Choose three.)

A. Lowest Quality (SLA) with load balancing
B. Lowest Cost (SLA) with load balancing
C. Manual with load balancing
D. Lowest Cost (SLA) without load balancing
E. Best Quality with load balancing

Answer: B,D,E

Explanation:
Lowest Cost (SLA) without load balancing → This is a valid strategy, selecting the path with the lowest cost that meets SLA
requirements.
Lowest Cost (SLA) with load balancing → Also valid; it distributes sessions across the lowest-cost links that satisfy the SLA.
Best Quality with load balancing → Valid; it chooses the best-performing link based on SLA metrics such as latency, jitter, and
packet loss, while also distributing sessions.

NEW QUESTION # 71 
A FortiGate administrator is required to reduce the attack surface on the SSL VPN portal.
Which SSL timer can you use to mitigate a denial of service (DoS) attack?

A. SSL VPN http-request-header-timeout



B. SSL VPN dtls-hello-timeout
C. SSL VPN login-timeout
D. SSL VPN idle-timeout

Answer: A

Explanation:
config vpn ssl settings
set http-request-header-timeout <1-60>
end
Timers can also help to mitigate DoS attacks with SSL VPN caused by partial HTTP requests.

NEW QUESTION # 72 
Which statement correctly describes NetAPI polling mode for the FSSO collector agent?

A. The collector agent must search Windows application event logs.
B. NetAPI polling can increase bandwidth usage in large networks.
C. The NetSessionEnum function is used to track user logouts.
D. The collector agent uses a Windows API to query DCs for user logins.

Answer: B

Explanation:
NetAPI polling mode involves frequent queries to domain controllers, which can cause increased bandwidth usage, especially in
large networks with many login events.

NEW QUESTION # 73 
Refer to the exhibits.



The exhibits show a diagram of a FortiGate device connected to the network, as well as the IP pool configuration and firewall policy
objects.
The WAN (port2) interface has the IP address 100.65.0.101/24.
The LAN (port4) interface has the IP address 10.0.11.254/24.
Which IP address will be used to source NAT (SNAT) the traffic, if the user on HQ-PC-1 (10.0.11.50) pings the IP address of
BR-FGT (100.65.1.111)

A. 100.65.0.101
B. 100.65.0.99
C. 100.65.0.149
D. 100.65.0.49

Answer: B

Explanation:
The ping traffic policy uses the IP pool named SNAT-Remote1, which has the external IP range 100.65.0.99.
Therefore, traffic matching this policy (ping from HQ-PC-1 to BR1-FGT) will use 100.65.0.99 for source NAT.

NEW QUESTION # 74 
An administrator wants to configure dead peer detection (DPD) on IPsec VPN for detecting dead tunnels. The requirement is that
FortiGate sends DPD probes only when there is no inbound traffic.
Which DPD mode on FortiGate meets this requirement?

A. Enabled
B. On Demand
C. On Idle
D. Disabled



Answer: A

Explanation:
The "On Idle" DPD mode configures FortiGate to send DPD probes only when no inbound traffic is detected, meeting the
requirement to send probes only when the tunnel is idle.

NEW QUESTION # 75
......
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