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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q230-Q235):

NEW QUESTION # 230

A security analyst performs various types of vulnerability scans. Review the vulnerability scan results to determine the type of scan
that was executed and ifa false positive occurred for each device.

Instructions:

Select the Results Generated drop-down option to determine if the results were generated froma credentialed scan, non-
credentialed scan, or a compliance scan.

For ONLY the credentialed and non-credentialed scans, evaluate the results for false positives and check the findings that display
false posttives. NOTE: If you would like to uncheck an option that is currently selected, click on the option a second time.

Lastly, based on the vulnerability scan results, identify the type of Server by dragging the Server to the results.

The Linux Web Server, File-Print Server and Directory Server are draggable.

Ifat any time you would like to bring back the mitial state of the simulation, please select the Reset All button.

‘When you have completed the simulation, please select the Done button to submit. Once the simulation is submitted, please select
the Next button to continue.

Answer:

Explanation:

NEW QUESTION # 231

A systerms administrator receives reports of an internet-accessible Linux server that is running very sluggishly. The administrator
examines the server, sees a high amount of memory utilization, and suspects a DoS attack related to half-open TCP sessions
consuming memory. Which of the following tools would best help to prove whether this server was experiencing this behavior?

A. TCPDump
B. SIEM

C. EDR
D. Nmap

Answer: A

NEW QUESTION # 232
A security analyst perforns a vulnerability scan. Based on the metrics from the scan results, the analyst must prioritize which hosts to
patch. The analyst runs the tool and receives the following output:

Which of the following hosts should be patched first, based on the metrics?

A. host04
B. host01
C. host03
D. host02

Answer: C

Explanation:

Host03 should be patched first, based on the metrics, as it has the highest risk score and the highest number of critical vulnerabilities.
The risk score is calculated by multiplying the CVSS score by the exposure factor, which is the percentage of systems that are
vulnerable to the exploit. Host03 has a risk score of 10 x 0.9 =9, which is higher than any other host. Host03 also has 5 critical
vulnerabilities, which are the most severe and urgent to fix, as they can allow remote code execution, privilege escalation, or data
loss. The other hosts have lower risk scores and lower numbers of critical vulnerabilities, so they can be patched later.

NEW QUESTION # 233
A security analyst provides the management team with an after action report for a security incident. Which of the following is the



management team most likely to review in order to correct validated issues with the incident response processes?

A. Forensic analysis
B. Root cause analysis
C. Tabletop exercise
D. Lessons learned

Answer: D

NEW QUESTION # 234

The developers recently deployed new code to three web servers. A daffy automated external device scan report shows server
vulnerabilities that are failure items according to PCI DSS.

Ifthe venerability is not valid, the analyst must take the proper steps to get the scan clean.

Ifthe venerability is valid, the analyst must remediate the finding.

After reviewing the information provided in the network diagram, select the STEP 2 tab to complete the simulation by selecting the
correct Validation Result and Remediation Action for each server listed using the drop-down options.

INTRUCTIONS:

The simulation includes 2 steps.

Step1Review the information provided i the network diagram and then move to the STEP 2 tab.

STEP 2: Given the Scenario, determine which remediation action is required to address the vulnerability.

Answer:

Explanation:

NEW QUESTION # 235
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